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_ THE SOLICITORS (SCOTLAND) ACT 1980
THE SCOTTISH SOLICITORS’ DISCIPLINE TRIBUNAL
' (PROCEDURE RULES 2008) B

F | N DINGS foliowmg a prellmmary hearmg
in Complamt
hy
THE COUNCIL OF THE LAW SOCIETY of
. SCOTLAND, Atria One, 144 MOI‘I‘ISOD Street,
;Edmburgh S
' L _ _Complamers

" KEVIN FREDERICK MACPHERSON,
~ ‘Ravenswood House, PO Box 9945 Stornoway,
o '__Isle of Lew1s S
DR - Respondent

A Complaint was lodged with the Scottish Solicitors’ Discipline Tribunal by the Council
| ~of fhe Law Society (hereinafter referred to as “the Complainers™) averring that Kevin
Frederick MacPherson, Ravenswood House, PO Box 9945, Stornoway, Isle of Lewis
{(hereinafier referred to as “the Respondent ) was a practltloner who may have been guxlty

~of profess1onal mlsconduct
- There was no Secondary Complainer.

_ The Tribunal caused a copy of the Complaint as lodged to be served upon the Respondent

. Answers were lodged for the Respondent _

In terms of its Rules, the Tribunal fixed a procedural hearmg for 13 September 2018 and

- nollce thereof was duiy served upon the Respondent

At the procedural hearing on 13 September 2018, the Complainers were represented by
their Fiscal, Grant Knight, Solicitor, Edinburgh. The Respondent was absent but was
represented by David Bumnside, Solicitor, Aberdeen. The Tribunal ordered that the

procedural hearing should be heard in private in terms of Rule 43 of the Scottish Solicitors’
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. Discipline Tribunal Rules (hereinafter referred to as “the Rules™) using the dispensing

"powers of the Tribunal under Rule 47. Both parties invited the Tribunal to fix a preliminary

hearing to take the form of a debate. The Tribunal fixed a prehmmary hearlng for 12
December 2018 and ordered thai it should be held in private. ' ' |

On 26 November 2018, due 1o the terms of the notes of argument which were produced by

parties the Vice Chair, exercising the functions of the Tribunal under Rule 36, converted

the preliminary hearing fixed for 12 December 2018toa prooedural hearmg to determlne

-the appropnate further procedure

B j-At the procedural hearing on 12 December 2018, the Complainers were represented by their
'_F_iscal, Grant Knight, Solicitor, Edinburgh. The Respondent was not present but was
.re:p.resented by David Burnside, Solicitor, Aberdeen. The Fiscal made a motion for the

| "-.'hearing to be fixed and the issue of admissibility of evidence to be decided at that full

: nearing in the form a proof before answer. Mr Bumnside moved the Tribunal to fix a
. ;'pfeliminary hearing to deal only with admissibility of evidence with further procedure o
 be determined thereafter. The Tribunal granted the Respondent’s motion and fixed a
_pfeliminary hearing for 26 April 2019 for the Tribunal to consider admissibility of

- evidence. The Tribunal granted the Respondent s motion for the prelumnary hearmg on 26 L

: Apnl 2019 to be heard in pnvate

Prior to the preliminary hearing on 26 April 2019, the Complainers and the Respondent

were allowed to amend the Complaint and Answers respectively. A Record was produced.

On 26 April 2019, the Complainers were represented by their Fiscal, Grant Knight,

Solicitor, Edinburgh. The Respondent was present and represented by David Burnside,

: Sohcltor Aberdeen. Mr Burnside led evidence from the Respondent. Mr Knight led

ewdence from three witnesses. There was insufficient Tribunal time to deal with the

_partles submissions on the pleas -in- law Therefore the Tnbunal connnued the prehmmary

:heanng to 19 June 2019

On 19 June 2019, the Complainers were represented by their Fiscal, Grant Knight,
Solicitor, Edinburgh. The Respondent was not present but was represented by Dav1d

Burnside, Solicitor, Aberdeen Parties made submissions.
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11. ‘Having heard evidence in respect of the Respondent s pleas -in- law the 1ribunal found the

foIlowmf, facts estabhshed -

11.1

: 11.2

The Respondent is a solicitor enrolled in the Registers of Scotland. He was
enrolled as a solicitor on 9 November 1988. He is the principal of Kfim Law,
Ravenswood House, PO Box 9945, Stornoway, Isle of Lewis. He was previously
a partner in the firm of Ken MacDonald and Co, 9 Kenneth Street, Stornoway,
Isle of Lewis from 1 April 2009 until 30 November 2012, and thereafter a director

of Ken MacDonald and Co. Limited trading from the same address, from 1

~ -December 2012 until 30 August 2013 (hereinafter referred to as “the firm™).

On 14 March 2011 following upon an offer made by the Respondent, the said firm

= :' éngaged a trainee solicitor (hereinafter “TS™). The Respondent was the

o 'supervising solicitor for her traineeship. The said TS subsequently qualified as a

- sohcltor on 13 March 2013 and remamed in the employ of the Sald firm until 30

11.3

o August 2015.

On 28 May 2013 the office manager employed by the said firm (hereinafter “Mr

'B”) accessed a computer operated by the Respondent within the said firm’s

offices. On that computer were found a number of emails covering a period from

- 8 April 2011 to 22 June 2012, certain of which made reference to the said TS.

- Said emails were exhibited by the said office manager to TS who became

distressed at their content. On 31 May 2013 the said emails were exhibited to the

‘other Partner within the sa1d ﬁrm and the felIow dll‘(.CtOl’ of the Respondent within

o the sald ﬁrm

| -_'Mr B was employed by the said firm on 11 June 2007 as Office Manager and
- "ZLegal Assistant. His duties as Office Manager included dealing with staff issues,

: '__ofﬁce equipment, the maintenance and administration of the firm’s IT systems,

- ' _and generally administering the firm’s offices. The IT system and network within

. the said firm was operated with passwords but most computers on the network

could easily be accessed by any member of staff. When opened, the desktop on
cach computer would appear. Each computer was ordinarily used by the individual
at whose desk it was situated. Each user had the facility to store data on their own

computer. Each user had their own email icon on their desktop with their
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13.

B '_ proceedmgs and Contmues the Compiamt to a hearmg to be ﬁxed

- ihdividual email address set up within that icon. The said firm used Microsoft
.:'Outiook. Each user’s email account was not password protected. When solicitors
or fee earners were absent from the office on business or on holiday, other
members of staff generally had access to their computer to check, monitor, and
where appropriate respond to, emails. In addition, if documents were stored on a
computer’s individual hard drive, other members of staff could access that
~computer to open such a particular document. The Respondent’s computer was
accessible without using a password. On or about 28 May 2013, Mr B accessed
the Respondent’s computer. He looked at the Respondent’s email inbox. Said

- inbox was open and neither locked nor protected by a password. He found emails

Which are the subject of part of the Complaint against the Respondent. He printed

. --coples of the same and gave them to IS and another sol1c1tor n the ﬁrm and

: 'eventualiy to the othm dlrector

. "On 28 May 2013, there was no information security policy in force at the firm.
; There was no physical or policy bamer preventmg access to the Respondent s

' computer and hlb emalls

Having heard submissions from both parties, the Tribunal repelled the Respondent’s pleas-

- in-law and determined that the emails in question were admlss1ble and should be adrmtted

'to probation at the hearmg on professmnai misconduct.

The Tribunal pronounced an Interlocutor in the following terms:-

:Edin_burgh 19 June 2019. The Tribunal having considered the Complaint at the instance
- _'.of the Council of the Law Society of Scotland against Kevin Frederick MacPherson,
- Ravenswood House, PO Box 9945, Stornoway, Isle of Lewis; Repels the Respondent’s

"'--_ﬁrst and second pleas-in-law; Reserves the question of expenses until the conclusmn of

| (signed)
| ‘Alan McDonald
_ Vice Chair




14,

A copy of the foregoing together with a copy of the Findings certified by the Clerk to the

Tribunal as correct were duly sent to the Rcspondcm by recmded deliv ery service on

15 h)eugr .@m

IN THE NAME OF THE TRIBUNAL

| Alan McDonald
~ Vice Chair

i U




NOTE

This decision relates to procedural and preliminary issues which arose before the Complaint was set
down for a hearing. At the procedural hearing on 13 September 2018, the Tribunal fixed a preliminary
hearing for 12 December 2019. The preliminary hearing was to take the form of a debate. Due to the
terms of the notes of argument produced by the parties, it became apparent that evidence might require
to be led as there was no agreed factual position. Therefore, the preliminary hearing fixed for 12

December 2018 was converted to a procedural hearing to determine the appropriate further procedure, .

On 12 December 2018, the Respondent’s agent moved the Tribunal to fix a preliminary hearing to deal
only with admissibility of evidence with further procedure to be determined thereafter. The Complainers
moved the Tribunal to fix a hearing to take the form of a proof before answer. Both parties made
submissions in support of their motions. The Tribunal considered that holding a proof before answer
could potentially prejudice the Respondent. The Complaint alleged misconduct in relation to TS which
was separate 1o the alleged conduct in relation to the emails. It was therefore in the interests of faimess
for the admissibility of the emails to be determined separately and prior to the rest of the Complaint. If
the Respondent was successful in his motion to have the emails excluded, a fresh Tribunal could consider
those aspects of the Complaint without being influenced by the terms of the emails. Holding a proof
before answer would also force the Respondent to answer all aspects of the Complaint together and this
might be prejudicial to his defence. The Tribunal took into account the inconvenience to the
Complainers® witnesses and the Tribunal as well as the inevitable delay which would follow a decision
to determine the admissibility question prior to the hearing on the Complaint. However, the Tribunal
considered that the balance of fairness was in the Respondent’s favour. Therefore, it granted the
Respondent’s motion and fixed a preliminary hearing for 26 April 2019 for the Tribunal to consider
admissibility of evidence. The Tribunal granted the Respondent s motlon for the prehmmary hearing

on 26 Aprll 2019 to be heard in pnvate R

The preliminary hearing took place over two days. On 26 April 2019 and 19 June 2019, the Tribunal
had before it the Record dated 8 April 2019, Notes of Argument for the Respondent and Complainers, a
list of authorities for the Respondent, a list of witnesses for the Complainers, two lists of productions for
the Complainers and two lists of authorities for the Complamers Between 26 Aprll 2019 and 19 June

2019, partxes prowded written subm1ssmns




EVIDENCE OF THE RESPONDENT

The Respondent gave evidence on oath. He became an office junior at Ken MacDonald & Co in 1997
and started his traineeship in October 1997. He progressed to associate and partner. He was partner from
1 April 2009 until November 2012. He had a general practice. He never had a contract of employment.
He did not think any employee had one. He had a good relationship with Mr MacDonald. He was aware
of Mr B’s appointment in Summer 2007 Mr B was appomted as a Iegal assistant or secretary to Mr

MacDonald

The Respondent was referred to Production 1/1 in the Second Inventory of Productions for the
Complainers, which bore to be Mr B’s employment contract. The Respondent indicated that he first saw
this document as part of the preparation for the present case. It was signed on the same day he became
partner, which was also the start of the financial year. The Respondent said Mr B did not carry out the
duties of office manager. He did not deal with the issues listed in article 2.3 of the Complaint, namely
dealing with staff issues, office equipment, the maintenance and administration of the firm’s IT systems
and general administering of the firm’s offices. The Respondent said that the cashler carrled out these

functions. She was the * unofilclal office manager”,

When absent from the office, the Respondent could access emails on a BlackBerry smartphone. He had
a desktop compulter in the office. It was not password protected. He did not recall ever having to use
someone else’s computer. He had no knowledge of anyone else accessing his computer. There would
not be any need to do so. He worked lengthy hours and had email access 24/7. The firm still used paper
files. He accepted there was nothing to prevent someone else accessing his computer. However, he never
gave anyone permission to do this. He would expect staff to try and contact him first. For example, when
absent from the office, he would throughout the day receive emails regarding queries which had been
made to the office by telephone. It was the Respondent’s usual practice to use his work email system {o
send personal messages. He “freated professional and personal just the same”. He would not mark_

personal emalls as pr;vate He never had any concern that anyone wouId access h]S emalls

The Respondent was aware of the terms of the Complaint which alleged that Mr B accessed his computer
in or around December 2012, The Respondent was present in the office during this period except for his
monthly overnight visit to Lochmaddy Sheriff Court, He had a big transaction settling at this time and

was rarely away from the office. The Respondent said that all his files and styles were kept on his_pen
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drive as he worked a lot at nights and weekends. No other versions were stored on his computer at work

or at home. If Mr B needed to look for a deed, he should have contacted the Respondent. Mr B did not

work as the Respondent’s assistant. He did not know anything about the Respondent’s transactions.

The Respondent denied the suggestion that he kept pornography on his computer. He said this was untrue
and that he had no recollection or knowledge of discussing this matter with Mr B. There was no
conversation between them about this. Any such statement would be untrue. If he had been caught w1th

pornography, he would have removed it immediately. However it did not happen

Turning to the circumstances surrounding Mr B’s alleged second access to the Respondent’s computer
in May 2013, the Respondent explained that a new online banking system was introduced in the firm in
February or March 2013. The bank’s policy was to send information by post for fraud or security reasons.
All online banking material was kept together in the cashier’s folder. The Respondent and Ken
MacDonald were “administrators” of the online banking system. The Respondent and Mr C were
“users”. Users could authorise payments. Administrators could determine what could be done, who
could make payments, the number of people needed to authorise payments, the level of payment which
could be made etc. Staff using the online banking system had smartcards and card readers.
Administrators and users had different cards. Any member of staff could create a payment but it had to
be authorised by the Respondent, Ken MacDonald or Mr C. If there was a problem, the administrator

would have to resolve it. However, the Respondent said there would not be anything on his computer

which would assist. He resolved problems by using the bank’s telephone helpline. It was untrue to say .

that Mr B knew that the Respondent had been in emdll contact w1th the bank.

It was suggested that it appeared Mr B was looking for a female name in the Respondent’s inbox and
came across the relevant messages there. The Respondent said he had not given Mr B permission to
access his emails. The Respondent expected his emails to remain private as they belonged to him. The
Respondent noted that Mr B did not discuss the emails with him or Ken MacDonald but went to another
member of staff. Ken MacDonald came to discuss the matter with the Respondent on the Friday
following their discovery on 28 May 2013, The Respondent dec1ded to reSIgn the followmg Monday _

He Worked his penod oi nollce unni the end of August

Mr Burnside referred the Respondent to Production 9/2 in the Second Inventory of Productions for the
Complainers. The Respondent indicated that he had first seen this information security policy when
preparing for the present case. It was not in torce when he was at the firm. There was 1o pohcy at that_

time.




The Respondent said that he did not give authorisation to anyone access his computer. If staff were doing
50, he did not know they were doing it. The trainee had her own caseload and was not involved in his
conveyancing. Mr Burnside noted that it would be normal for a trainee to deal with things in a
supervisor’s absence and might look at that person’s computer. The Respondent said he would email the
trainee or give her a file to deal with, She was not acting as his secretary or assmtant on hIS cases. She _

had her own set of files, They were dlfferent fee earners for the cash room.

The Respondent said he received about 500 emails a month. He knew that Mr B described finding an
email from January 2012. This would involve looking through 10 or 12 months of 500 emails a month

He has never understood how these emalls were chanced upon
CROSS-EXAMINATION OF THE RESPONDENT | e R

The Respondent agreed that he was challenging the admissibility of emails. Mr Knight asked him why
he had chosen to do that as part of these proceedings. The Respondent indicated that he had always
queried the competence of the emails, The Respondent confirmed that the Scottish Children’s Reporter
Administration (SCRA) became aware of these emails and investigated. He did not challenge
admissibility because he was not involved in that investigation. The matter was referred to the Scottish
Legal Aid Board (SLAB) and he was involved in that investigation. He raised issues of competence,
admissibility and fairness. However, this issue was not taken up by his representative at that time. He
was removed from SLAB work. The emails had been used by the SLCC and the Law Society during
their investigations. He questioned their admissibility in consultation with his solicitor. In response to
further questioning by Mr Knight, the Respondent mdzcated that the current objectlon was the first one

taken in any of these proceedmgs ERRE

In December 2012 the Respondent and Ken MacDonald were the sole directors and shareholders of the
company. The firm did not have any formal security or monitoring policy for emails. If it had needed
one, it is likely that the Respondent was the person Who would have drafted it However it d1d not occur

to him to formulate a pohey

The Respondent gave evidence that the firm's computers had no passwords. Anyone could open any
computer. The firm operated on trust but people should not invade others” privacy. It did not oceur to
him that anyone would go into his emails. Mr Knight suggested that the generic password 10 open the

network was “letmein” but the Respondent said he was not aware of that and he just used to press “enter”.
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The Respondent said he was not aware of anyone in the firm installing a password. If a solicitor or a
member of staff had wanted to do that, that would not have been prohibited. The situation never arose.
If a person had accessed his computer, they had no authority to do so. However he never mdlcated to

staff that they dld not have his permission to use his computer.

Mr Knight noted in the Answers that it is positively stated that Mr B was not employed as the office
manager on 28 May 2013. The Respondent confirmed that was still his position. Mr Knight referred the
Respondent to Production 1 in the Second Inventory of Productions for the Complainers, Mr B’s
contract. The Respondent agreed that Mr MacDonald’s signature was present on the document and that
it was signed on the same day the Respondent was assumed as partner. Mr Knight said that it was strange
that his partner had assumed an employee without telling him. The Respondent sald that the only time

contracts were d1scussed was when the company was 1ncorporated

The Respondent agreed that Production 2 in the Second Inventory of Productions for the Complainers
was a letter to Mr B on 26 November 2012 advising him that the firm was being incorporated. He agreed
tnat the letter had been signed by him and referred to a contract of 1 April 2009. The Respondent said
he signed a letter like this for all staff. Mr Knight suggested that the documents implied that Mr B

continued to work as office manager as per his contract. The Respondent said that his roles, activities

and workload were not that of an otfice manager However he agreed that Mr Bhada contract to that e |

effect.

Mr Knight quoted from the Answers submitted on behalf of the Respondent as follows:-

“The Respondent understands that the purported reason for the said Mr B accessing the Respondent’ s_
compuier is to check for an email from the firm’s bank. Ifthat is contended, it is a false claim.” '
The Respondent confirmed that he still maintained this was a false claim. If the Tribunal heard evidence
to that effect from Mr B then he was lying. The Respondent saxd there had been no ar guments between

hlmself and Mr B. He thouﬂht that they had got on.

Mr Knight referred the Respondent to Production 3 in the Second Inventory of Productions for the
Complainers, an application for online banking for a limited company. The Respondent said he had seen
the document before. Mr Knight noted that the primary contact was the cashier and she had provided
an email address. The Respondent said nevertheless, the bank never sent him any emails. All
correspondence was by post. He agreed that his details as administrator were contained on page 3/4. Ken
MacDonald’s details were on page 3/5. Mr MacDonald did not use email. If he needed to send an email,

he would use the cashier’s email address or the generic email address. Mr Knight asked whether Mr




B
MacDonald was a computer enthusiast and the Respondent said that he was not. The Respondent
confirmed that on page 3/6, Mr C’s details as user are contained including an email address. The
Respondent confirmed that there were two administrators and three users. The Respondent said that Mr
MacDonald’s pass and card reader were kept by the cashier in the cashroom. However she never used _

them. Only Mr C and the Respondent dealt with the online banking,

Mr Knight referred the Respondent to Production 4 in the Second Inventory of Productions for the
Complainers, an email from the Bank of Scotland to the cashier. The cashier was the principal point of
contact for the firm. However, she was not able to act as an administrator. The Respondent disagreed
with Mr Knight's suggestion that in practice she might have used Ken MacDonald’s card. Mr C was
able to sign cheques and do online banking. He has since passed away. The company needed someone
other than the Respondent to be an administrator. Ken MacDonald was absent from the office frequently.
They trusted Mr C. However, he could not deal with any online banking problems because he was not
an administrator. He could make payments but could not set up the system. The online banking software
was installed on the Respondent’s computer and Mr C’s computer. The online banking involved going
through a website. That could be done from anyone’s PC. The card reader could be moved to another
computer. It was plugged into a computer with a USB lead. The Respondent was not aware of any
problems with the computers or card readers. However, if a computer was not working it would be
possible to use another computer. If the card reader was not working, it would be possible to take the

Respondent’s and use another computer or go online. Mr Knight asked whether Mr B’s explanation was

reasonable. The Respondent said itdid not make sense to hlm There was nothmg on the pPC or the emalis A

to assist him or Mr C

The Respondent said he did not know why the Answers described Mr B’s access of the relevant emails
on 28 May 2013 as “a systematic search”. He did not know how long it would take to find the emails.
Mr Knight asked whether it was possible that Mr B had made an error about the information available
on the Respondent’s computer. The Respondent said Mr B could have thought that. However, he did not
think it was credible. Mr Knight asked how Mr B would know there was no useful information on the
Respondent’s computer. The Respondent said that even if there were bank emails, Mr B could not have
done anything about it because he was not an administrator of the system. Mr Knight noted that there
was a card in the cashroom. The Respondent said he would hope that Mr B would run it by hlm hrst N

before using that card




12
The Respondent said that if the Tribunal heard evidence from Mr B that he had found pornography on
Mr B’s computer in December 2012 and spoken to him about 1t he would be lytng He dtd not know _
why Mr B would lie. ' '

The Respondent said that to his knowledge the bank had not suggested that the company required an
information security policy. The Respondent agreed that if there was no policy in place and no contracts
of employment and an open/trusting approach, members of staff did not know that they were not allowed .

to access hIS ‘computer. However he trusted them not to do it.

The trainee with the company in 2013 had her own office. She worked with the Respondent in his room
on occasion. However, there was no occasion when she accessed his computer. It was possible that she
could have done so when he was absent but he had no knowledge of this happening. Even if she had
done so, he said there was a difference between looklng for a ster ora document and searchmg a sent

ematl folder 10 or 12 months baek

The Respondent agreed that he considered the recovery of the emails in question an invasion of his
privacy. He is aware of Article 8 and has seen the material provided to the Tribunal by his solicitor. He
has never had cause to consider Article 8 for a client. Mr Knight asked whether he considered the
trainee’s rights to have been infringed. The Respondent said he never deemed those emails to be made
public. He would never have made them public. Mr Knight noted that despite this, they had entered into
the public domain. The Respondent said that thzs had happened due to the trainee’s acttons and they had

used by other bodies.
RE-EXAMINATION OF THE RESPONDENT

Mr Burnside asked how long Mr B would have to spend looking through the Respondent’s emails before
finding the ones in question. The Respondent said he assumed it would take some time if he was looking
back through a history of 10 to 12 months. The Respondent received roughly 500 ematls a month. The

recq:nent of the ematis had not glven he1 perm15510n for them to be used

In response to questions from a member of the Tribunal, the Respondent indicated that the office used

the Outlook email system. He said that no emails were ever deleted and they were not organised into

folders. His emails went back to 2001, The Respondent said the reCIptent of the emails had no busmess .

with anyone else in the firm.




EVIDENCEOFTS = = - |

The witness chose to affirm. Her address was care of her employers. She was employed by that
organisation in August 2015, The witness did her traineeship with Ken MacDonald & Co, starting in
March 2011. The Respondent was her supervising partner. She had her own office and computer. It was
a basic PC. She would log into this with the password ‘letmein’. She did not pick this password. She had
cause to work with the Respondent in his room. This would happen several times a day. Her office was

ina portacabm separate from the main buildmg His room was upstairs in the main buxfdlng

The witness said Mr B’s role in the firm was office manager. It was obvious what he did. He was the
primary contact for staff and dealt w1th enqumes He was someone that staff couid goto regardmg

equipment and stafﬁng issues.

Mr C was a solicitor, principally dealing with conveyancing, private client and executries. If she had
settlements, then Mr C could do the banking for her. The Respondent and Mr B could also do this. TS
also thought that the cashier might also have been authorised to deal with the banking when she first
started. She said that the Respondent and Mr C had banking software on their computers, All banking

transactions took place on those computers. She did not think it was possible to use another computer. .

When the witness started work in March 2011, the Respondent showed her the room and computer she
was to use. She was not given any initial instructions. The computer was very basic and it had the usual
desktop. Legal Aid was set up separately online. She would use her email account on her PC. 1t was
possible to open someone else’s email but only on their computer. She could not go on to someone else’s
computer and log into her own desktop. Each computer had a separate desktop and email. She was not
aware of anyone installing their own passwords. The firm was a trusting place. She only sent work emails
from her work email account. However there was nothlng to stop her irom sendmg personal emails if

she wanted

If the Respondent was out of his office, she would occastonally work in his room and access his
computer. When she switched it on his computer would bring up the desktop and email. The inbox would
appear first. She did not do this all the time but it was not unusual for it to happen. The Respondent
worked in Lochmaddy once a month on a Tuesday. He generally left the office on Monday returning
late on Tuesday or Wednesday morning. These were the main occasions on which she used his computer
and generally did it at his request. She cannot think of any specific cases she accessed but it would have

been for documents relating 1o cases. The Respondent knew she accessed his computer. Everyone in the
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firm knew that the password was ‘letmein’. Her expectation was that anyone could access her PC and
find any information they needed. She accessed the Respondent’s computer, both on his instruction and
on her own initiative. It was suggested to her that the Respondent had earlier given evidence that he had
no recollection of her ever usmg his computer The witness said that he was mistaken and that was not

her recoiiectzon

The witness said that there was no monitoring policy in the office. The organisation she currently works
for has a long and detailed information security policy. However, there was nothing like that at Ken
MacDonald & Co. There was no understanding that partners’ computers were sacrosanct and that staff
could not access them. There were no regular staff meetings to discuss office procedures or grievances.

The witness said she had never accessed Kcn MacDonald $ computer but thcre wouId be nothmg 1o stop

her domg s0.

Mr Knight asked the witness about emails which were discovered on 28 May 2013. The witness said
that she was aware that a new online banking system was in place and it is her recollection that there
was a code required to complete the transactions which had been emailed to the Respondent and Mr C.
However, she did not do the bankmg MrB told her that the emalis were dlsccvered thn trymg to sort

out a bankmg transactwn
CROSS EXAMINATION OF TS

The witness confirmed that Mr B was the office manager but said that she had never seen his contract
of employment, She dlsagrccd WI[h any suggestlon by the Rcspondent that Mr B dxd not carry out the _

duties of ofhce manager _

Mr Bumnside suggested that there were two administrators and three users of the online banking system
and that Mr B was neither an administrator nor a user. The witness said that she thought Mr B was a user
of the system. Her recollection was that he could act as a user if necessary, for example, if the Respondent
or Mr C were not around. Mr Burnside suggested that the system used card readers and that the bank
would only talk to the Respondent if there was a problem. The witness replied, “/ don 't know . The
witness agreed that at times when the Respondent was absent from the office he was contactable by
BlackBerry. She could send a message to him and he would respond when he was available. Mr Burnside
suggested that on occasion she had left messages for him with the Sheriff Clerk at Lochmaddy. The
witness said that she did not remember domg that. Howcvcr she did remember contactmg h1rn on hzs

own phone.
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The witness said that the Respondent was aware she accessed his computer. He had told her that she
could do that. There was never an expectation that you could not use someone else’s computer. The
witness was asked for examples of the Respondent instructing her to go on his computer. The witness
said she was unable to give any specific examples but if the Respondent was in Lochmaddy and needed

anything he would ask her to do this.

It was suggested to the witness that the Respondent had everything on a pen drive and BlackBerry, but
she disagreed. It was not her recollection that the Respondent could access everything remotely. He
could get his emails on his BlackBerry but not documents. She had no idea if he had a pen drive or not.
She was unable to give any specific examples of the Respondent giving her instruction to use his
computer and noted that these events took place six years ago. It was put to her that this did just not
happen, however, she said that she disagreed and it did happen. She was not in a position to dispute that
the Respondent had a pen drive. However, if he had a pen drive he would stil} need a computer. The
witness repeated on many occasions that the Respondent had asked her to access his computer on various
occasions and she had done so. This would always be regarding a client or a case. She disagreed with

the suggestion that the Respondent was unaware that she accessed his computer.

Mr Burnside asked the witness about the online banking system. She said it was her understanding that
the emails were discovered when Mr B was looking for a code for the online banking. However, she did
not do the banking and does not know the reason why Mr B accessed the computer. This is what she had

been told by Mr B.

Mr Burnside asked whether there would be any problem with staff sending private emails. The witness
said there was no problem with this. Mr Burnside suggested to the witness that she would not expect
others to look at her private emails. She said, “That s the risk you take if others can access your emails "

She confirmed that she was not in habit of reading others’ emails,
RE-EXAMINATION OF TS

Mr Knight noted the suggestion that the witness had no permission or instructions to access the
Respondent’s computer. TS said that this was absolutely not correct. Mr Knight noted that the witness
had been asked a number of times why she had accessed the computer. The witness said that she was
sorry she could not give any specific examples, but it would most likely relate to documents to do with

cases.




ST

The witness said that she became aware of the emails sent by Mr B when he handed them to her, said,
“I'm sorry” and left. She did not say anything at that point. Mr B seemed pretty shocked and she was

also shocked How the emalls came to be discovered was not her principal concem.

EVIDENCE OF MS A

The witness gave evidence on oath, She is a solicitor and used to work for Ken MacDonald & Co.,
principally doing matrimonial and civil court work. When she worked for Ken MacDonald & Co. she
had her own room and her own computer. Anyone was entitled to use her computer. There was no
security. All computers used a universal password ‘letmein’. The witness said that the system was “free
Jor all” and was “certainly not Fort Knox". Everyone used other computers in the office. When she
was not in the office, her secretary or the receptionists might check her emails. When on holiday, the
witness could check her emails and see if they had been opened up and check that someone was dealmg

W1th them

The witness confirmed that when her computer was opened up using the ‘letmein’ password, a desktop
would appear. Her emails would appear as soon as she logged in. The witness confirmed that she used
her work email address for private correspondence. Her architect routinely emailed her at her work
because she would see the messages coming in while at her desk. She would also receive recetpts for
online shopping to her work email. There was no expectation of privacy and it was not a big deal”.
Everything was quite open. She knew that others could see the emails. There was no formal monitoring
policy in place. It was a very small office and very informal. It is not like a big city firm with layers of
security. It was normal and expected that people would go on to other’s computers for documents and
styles. Mr Knight referred the witness to Production 9 in the Complainers’ Second Inventory of
Productions. This was the information security policy from Ken MacDonald & Co. The witness
confirmed that she had seen the document when Mr Knight took a statement from her but she had not
been aware of it when employed at Ken MacDonald & Co. She sa;d it covered issues hke accounts and

the cash 100m and she dld not deal w1th elther of those. Do

The witness remembered Mr B starting work at the firm. He was effectively the office manager and also
did legal work. He carried out a lot of the managerial functions you would expect Ken MacDonald to
do. He was authorised to sign cheques and make CHAPS transfers. He recruited and selected personnel.

He was a very trusted member of staff and acted as the bridge between the solicitors and other staff, Mr
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Knight asked the witness whether Mr B Jooked after IT. She said an outside agency dealt with IT but Mr

B would organise them if required. The witness did not know when the online banking system was

installed. If she had to send an online banking payment she would go to the Respondent or Mr C.

The witness said that she had occasion “all the time” to use other PCs in the office. Of the 12 or 13
people in the office, she would routinely use six of their computers. However, she would not use the
Respondent’s. Mr Knight asked whether she ever used Mr MacDonald’s comuputer. The witness said
she was not certain there would be anything on Mr MacDonald’s computer since he 1s a complete

luddzte There was 1no prohlbltlon on usmg the Respondent s computc.r

The witness confirmed that TS was the Respondent’s trainee and they worked closely together. It was
perfectly normal and routine for TS to access the Respondent’s computer. There was no difference
between the partners’ computers and those of the rest of the staff. They were not ringfenced. The culture
was that anyone might go onto another computer to look for a style or check emails. It was normal to
see people using other computers. There was a universal password. At one point, the witness’ secretary,

Alison, went on holiday and other staff were not able to get into her computer because she had changed

the password to ‘letmeinplz’. She did not recall there being any other secumty on the computers They o

were “very very easy Io access”.

The witness said she remembered hearing that the Respondent had pornography on his computer in 2012.
It was common knowledge in the office. This was a good six months before the emails were discovered.
She remembered being on a Christmas night out and looking at the Respondent and thinking he was not _

the person she had thought he was. He had always wanted to paint himself as “whiter than white".

In May 2013, the witness saw TS erying in her room. She tried to find out what was wrong. She asked
Mr B and he said it was personal to TS. At the end of that day, he put over 50 pages of emails on her
desk. Mr B told her that he had gone on the Respondent’s computer to deal with a banking issue. The
Respondent had been in Lochmaddy Sheriff Court that day. She thought that somethmg must have been

requlred frorn a pamcu]ar cornputer She chd not know the specmcs
CROSS EXAMINATION OF MS A
Mr Burnside queried the witness’s use of the word ‘entitled’. The witness explained that it was a small

office. Its objective was to run properly. In the absence of someone, you did what needed to be done.

She said a secretary might go on to her computer for a style disposition or a style discharge for a
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particular bank. The witness was asked whether she ever used the Respondent’s computer. She said she
was employed by the firm for 12 years and cannot say she was never on his computer. It is possible. His
computer was never ringfenced. If she had done so, she would have had a reason to do so. The witness
said that for four or five years the Respondent was an assistant with her. Nothing had changed when he
was an assistant to when he was a partner or director. She said the fact that he was a partner had no

reIevance ‘The work needed to be done one way or another.

Mr Burnside suggested that the Respondent had a BlackBerry and a pen drive and there was no reason
for anyone to access his computer. The witness replied that there was every reason to access the computer
in the absence of any member of s‘raff ]here was no culture whereby the partners computc,rs should not

be aecessed

Mr Burnside noted that the witness had used the expression ‘no expectation of privacy” and asked why

she had used that term. The witness said this was a well-known phrase in civil and criminal spheres.

With regard to the online banking, the witness said that she did not know whether Mr B was a permitted
user. She was aware he signed cheques and authorised BACS and CHAPS transfers. He has a bank
device for this. She did not know whether he was a admrmstrator or user She would go to h1m if she

needed thmgs done

The witness said she had never seen TS access the Respondent’s computer. However, she did recall TS
receiving a text from the Respondent regarding her failure to put a court date 1nto hrs onhne drary Thrs

suggested that he knew and had instructed her to access hrs online drary

Mr Burnside said it appeared that the witness did not have a lot of time for the Respondent and the

witness said she did not think many people would. The Respondent is not the person he purports to be.

Mr Burnside said that the Respondent had given evidence on oath that there was no pornography on his
computer. The witness remarked that this was strange because Ken MacDonald had told her that the
Respondent’s computer had to be “cleaned up”. The witness made reference to adverts found on the
Respondent’s computer and the Chair remmded Mr Burnside to be careful the ev1denee he ellclted by |

his questlons

The witness said that Mr B’s role was managerial as well as legal. She did not think there was anythmé

wrong wrth hrm prlntmg somethmg off which affected the welfare of the staff,
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RE-EXAMINATION OF MS A

The witness reiterated that she knew at Christmas 2012 that pornography had been found on the
Respondent’s computer. It was noted that the Respondent denied this. Mr Knight satd that either the
witness’s information was inaccurate or the Respondent lied on oath The witness sazd she was sorry to

say that the latter might the case.

A Tribunal member asked the witness if she had asked for the emails. The witness explained that TS had
been upset that morning but had not revealed what was wrong. The witness asked Mr B and he “could
not look at her *. He said it was personal to TS. It was an unusual situation. The witness had appointments
all day and then Mr B dumped the emails on her desk Jjust before Spm. The witness was not aware of Mr
B showing anyone else the emails. On Friday he gave them to Ken MacDonald, the other director. She
said 1t was “such an odd situation”. Mr B “looked so solemn”. She dld not recall any conversation with

h1m at that tlme but she chd speak to hlm about 11 subsequently L N

The same member asked if the witness had asked Mr B how he came by these emails. The witness said
she did not remember. She remained in the firm for three vears after this incident and it was still the talk
of the place when she left in March 2016. She had been party to countless conversations about it. She
did not recall the specific conversations with Mr B. The witness knew about the emails before Ken
MacDonald. Mr B had been “hugely vexed”. He knew he had to do something about it, He knew TS
was suffering during her traineeship. He took a risk as an unqualified member of staff to bring this to
Ken MacDonald. The Respondent was going to be the successor to the firm and if he was to leave this
would really affect Ken Macdonald’s retirement plans. The witness said she beheved Mr B had glven

her the emalls S0 she ceufd understand why TS was feehng upset RERE
EVIDENCEOFMRB

The witness gave evidence on oath. He still works for Ken MacDonaId & Co He started work there on

11 June 2007 HIS role is oﬁlce managef and legal asszstam

He was referred to his contract of employment which was Production ! in the Second Inventory of
Productions for the Complainers. He indicated that his signature was present on page 4 and dated 1 April
2009. He said that the contracts were “slow in coming through”. They were drawn up from a template

but he did not know who did that. He was asked why the contract was dated the same date as the
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Respondent was assumed as partner. He said perhaps Ken MacDonald was “tidying things up”. The
witness was referred to Production 2 in the Second Inventory of Productions for the Complainers, a letter
addressed to him from his emp!o_s, er. He 1nd1cated that the s1gnatures beIonged to thc Respondent Ken

MacDonald and himself,

The witness reiterated that he was the office manager. His duties were pretty varied. He would change
the lightbulbs, deal with office supplies, make sure the staff were happy. It was a small office and lots
of people were working there. There were lots of small issues to deal with without bothering the
directors. If, for example, new computers were 1o be installed, the witness would measure the rooms. If
staff were to move rooms, he would arrange this. He would ensure that photocopiers and supplies and
equipment were in working order. His role with regard to IT was to ensure everything was in workmg

order He would call in an outsxde agency when requxred He would izx what he couId

The witness was informed that the Respondent had given evidence that the witness was not the office
manager in May 2013. The mtness sald that he was the ofﬁce manager when he started and certainly

aftcr he got the contlact

The witness explained that in May 2013 some staff had passwords to access their computers but all were
kept centrally. Most staff did not have a password. Their computers could be accessed in their absence
and it was normal for this to happen. The witness had his own office and PC. There was 1o password on
his PC. It was suggested to him that the generic password may have been ‘letmein’. The witness said
this might have been the case. The witness explained that on opening the computer, his email inbox
would appear, This was the same for everyone. If someone was on holiday, very oiten thelr computer _

would be sw1tchcd on every day and thelr emaxls checked

The witness was referred to Production 9 in the Second Inventory of Productions for the Complainers
which was the firm’s information security policy. The witness said this was composed around the time
the firm changed its online banking system because the bank had insisted on the firm having a policy.
The witness was told that the Respondent and Ms A said they had never seen it before. The witness said
the only signed copy he had been able to find was signed by Mr C in October 2013. The witness said he
thought that after the Respondent left, the policy was altered. It was noted in the document that the
principal of the firm was Ken MacDonald so the Respondent had probably left by then. The witness was
asked prior to the inception of this policy, what the staff knew about information security. The witness

said emails were not for personal use but this was not strictly enforced. He was aware that holiday
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confirmations etc. would come into the omce enlalls When everyone started wmk ihey would be told

about conﬁdenuahty and emails.

The witness was referred to Production 3 in the Second Inventory of Productions for the Complainers,
an application for online banking. The witness explained that the firm used online banking but was
moving to ‘Corporate Online’. It was the Respondent and Mr C who operated the firm’s online banking
and practice. The witness was not involved at that time. A number of the staff had fobs to allow them to
set up payments but authorisation had to come from the Respondent or Mr C. Mr B would set up payment
by accessing Corporate Online. The fob would give him a security number and once it was set up Mr C
or the Respondent would go on to their own system and sign it off. They had a keypad and a card to do
this. The cashier had a fob but the final authorlty came from the Respondent or Mr C Mr Bis responsible

now for onhne banklng, payments Lo

Prior to Christmas 2012, Mr B found two files which contained pornographic images on the
Respondent’s desktop. When he came back to work afier New Year, he told the Respondent it was good
practice to keep “private and confidential material” in a safer place. He told him that their IT provider
could access the material when upgrading the system. They worked in a small place. If these images
were found it would be spread around. The witness said he did not speak to anyone else about finding
it, only the Respondent. He did not reference pornography specifically, just said “anything private and
co}zfidential ". Mr B said that on this occasion he had been on the Respondent’s computer to print off a
disposition which had been emailed to the Respondent. He did not need the Respondent’s permission to
access this email. However, the Respondent d1d not know he was domg this because he was 1ot i in the.

office.

Tuming to events of May 2013, Mr B explained that Mr C experienced problems making an online
payment. This was not unusual. The system was new and there had been a few glitches. The Respondent
had originally dealt with Corporate Online for assistance. The payment was for Ken MacDonald. Mr B
did not know if he was asked or whether he volunteered to look for information from the Bank of
Scotland on the Respondent’s computer. He was looking for any email regarding a resolution to the
recent similar problems. The staff had made ‘dummy payments’ before in order to become more familiar
with the system. Before going on to his computer, the witness did not think about calling the Respondent
in Lochmaddy. He was in court. The witness thought he would try to resolve the issue ﬁrst He d1d not

think that the Respondent would be able to resolve the problem on the phone
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The witness could not remember if the computer was on or not. The inbox popped up and he scrolled
down looking for a name. He was looking for a female name from the Bank of Scotland. Another name
came up. He did not think any other female names appeared before that one. There were not a lot of
emails but he would ha_ye recognised the names because they generally dealt with the same ﬁrms aH the

time.

The witness was referred to Production 8/2 of the Second Inventory of Productions for the Complainers.
He confirmed this was the first email he found. After he had seen that email he kept looking for the Bank
of Scotland email. He found what he was looking for in an email containing general guidance about
payments which informed him that everything had to be signed off twice, not once, This was general
advice contained in an email which had come from a female at the bank. He took that information to Mr
C and made the payments. He returned to the Respondent’s computer and searched for the name in the
search box which he had seen earlier. He printed off a number of emails using the printer in the room.
He was pretty sure he then closed the emails and shut down the computer but could not remember for
cer“tain He said it took about five minutes from putting the name into the search box to leavmg the ofﬁce

It probably also took about ﬁve mmutes to ﬁnd the bankmg emall

The witness said he did not need the Respondent’s direct permission to go on the computer because this
was something that could happen at any time. For example, the property manager, or the trainee would
use the Respondent’s computer. There was no unwritten rule that partners’ computers were private. The
wnness was aware that the Respondent had a BlackBerry. He was not sure whether the Respondent_

stored work on a pen drive. He Would not be surprzsed if he did.

The witness said that he spoke to TS about the emails and gave her copies of them. He did not speak to
Ms A at that time. He could not remember whether he had given copy emails to Ms A but may have
done so. The witness confirmed that it was not until Friday that Ken MacDonald was informed. He went
to speak to TS and she said that she did not want anything done because she was afraid she would have
to leave the firm. The witness said that he was not worried about his own posttion. He did not think he
did anything wrong in accessing the computer. He did not breach any guideline in the firm. He could
not recall whether he accessed the Respondent’s computer on any other occasion. He only remembered
these particular incidents. When he went on the computer in May, the material he found in December
was still there. It was not deleted or password protected. Mr Knight noted that the Respondent gave
evidence that there was no pornography on his computer in December 2012. He asked Mr B whether the

Respondent is lying about this and the w1tness sald yes”.




CROSS EXAMINATION OF MR B B

The witness was asked whether he accepted that the information security policy was not in force in May
2013. The witness agreed that the only dated policy post-dates the Respondent leaving the firm. Mr
Burnside asked whether the policy was in force or circulated or promulgated in May 2013 The w1tness

said he did not k.now whether it was c1rculated to stafi He d1d not see it then.

The witness could not remember if the Respondent worked long hours. The witness agreed that there
would be little or no requirement for people to use the Respondent’s computer if he was present. The
witness agreed that he worked mainly for Ken MacDonald in terms of legal work. He had no reason to
access the Respondent’s computer on a regular basis. Mr Burnside said that the witness had heard about
the Respondent’s position regarding the BlackBerry and pen drive and asked whether he agreed that,

The w1tness sald pr obably, dependmg on the cn cumstance.s

The witness explained that in December 2012, a draft disposition was engrossed and emailed to the firm.
Someone came into the firm to sign it and it was not available. They found out from the other firm that
it had been recently emailed. The witness went looking for the document in the Respondent’s emails on
his computer. He came across a number of files with female names and opened two of them. There was
no particular reason to open them. They were on the desktop. Mr Burnside confirmed that when the
witness turned on the computer, the image came up and the witness said yes. The witness did not confront
the Respondent with this allegation. He might have told Ms A about it later but not at the time. Mr
Burnside noted that Ms A had said she knew about it at the Christmas party and the witness said he had
trusted her and confided in her. Mr Burnside asked why the witness did not say to the Respondent, “/
Jound pornography, you should delete it”. The witness said that he found it embarrassing to raise the
topic. He agreed that if he had told the Respondent then it would have been foolish to retain it. Mr
Burnside suggested to the wilness that he did not have any conversation with the Respondent about this.
The witness disagreed and said he did not refer to it specifically but if someone had said to him that

private and confidential material had been seen on his computer, he would have removed it.

The witness was asked again about the banking problem in May 2013. He said that Mr C had authorised
and signed off payments but they were not coming out of the firm’s bank account. The Respondent had
experienced similar problems and had received guidance from the bank. The witness could not speak to
the bank directly because he was not an authorised user. The witness agreed that he could have contacted
the Respondent at Lochmaddy. However, instead he looked at the Respondent’s computer. He said that

he was curious to see if the image was still there. The pornography was still present. Mr Burnside asked
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the witness why he did not search for “Bank of Scotland™ and the witness said that he did not know. It
was a “rushed thing". Although it sounds sensible now to search, he was in a hurry. The witness was
not having a look at the Respondent’s personal emails. It was his office email. In his wildest c_ire_a.ms_, he

would not have expected to find that material on the Respondent’s work computer.

It was suggested to the witness that he was on a “trawl”, Mr Knight objected to this question as there
was no relevant averment on the Record and the matter was not put to the Respondent. The Chair upheld
this objection. The witness was asked to offer an explanation for why he was on the Respondent’s
computer and he reiterated that he was looking for the Bank of Scotland email. Mr Burnside suggested
that the emails were of a private and personal nature. The witness said that he did not accept that private
and personal emails exist on a work email system. Mr Burnside asked whether the witness was saying
he was entitled (o read any emails just because they had the firm footer on them. The witness said they

were on the office system and from an office email address. The content was obviously not firm business.

Mr Bumnside noted that the witness did not go to the Respondent or Ken MacDonald but took the emails
to another member of staff. e was asked whether this was appropriate, Mr B said that it was
appropriate in the context of what was going on in the firm at the time. The witness did not go to Ken
MacDonald immediately because he knew TS’s position on other matters. He knew she was afiaid for
her job. He showed the emails 1o her. He did not remember discussing the issue with Ms A but he did

certainly discuss it with TS, The witness reiterated that it only took five minutes to locate 50 pages of

emails. He said the printing took longer than the finding. The w1tness said he was not famﬂlar WJIh_ S

codes of prac‘ace regarding iookmg at other people s emails.
RE EXAMINATION OFMRB -

The witness said when he went into the Respondent’s room, in his mind he was looking for any advice
on the process of making an online payment rather than anything specific. He agreed that he probably
should have searched for “Corporate Online” rather than looking for a female name. However, the
Respondent had told him he was dealing with a woman 1at the bank He d]d ﬁnd a help tool. It did not

requlre an admmxstrator S mput to make it work -

A Tribunal member asked the witness whether he was quite sure that it was Production 8/2 in the Second
Inventory of Productions for the Complainers which the witness had first come across. The witness said
he was “quite sure it was this one ”. The witness agreed that the date on the email was January 2012. He

said the advice from the bank when they were having previous problems was probably received early
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2013. The member asked the witness how it was that the email from January 2012 was found and the

witness said he was scrolling through. He was not sure why this one came up.

A Tribunal member asked the witness about the IT security policy. The witness did not know when thlS

had come into force. He said that the staff were aware of the puncrples in it.
It was confirmed that the witness was not a solicitor.
SUBMISSIONS FOR THE RESPONDENT

Mr Burnside referred to his ertten submlssmns whrch he had iodged wrth the Trlbunal They were as

follows

‘As directed by the Tribunal, what follows is a written submission on behalf of the Respondent.
References is made to the previous Note of Argument for the Respondent WhICh |s to be consndered

as mcorporated in th:s Note ke .

The Respondent gave evidence first. He faced a difficult situation in so doing. Although it was not the
function of the Tribunal on 26th April 2019 to consider the content of the emails, it was obviously

embarrassing for the Respondent to be aware that, of necessity, the members of the Trlbunai would o

have read what were intended to be deepiy personaf messages to an lntlmate frlend . _' S R

Having regard to that fact, | would submit that he gave his evidence remarkably well. :

He was, at the relevant time, a co owner of the business and, although the witnesses for the
Complainers hastened to advise us in response to questions from Mr Knight that the email accounts of
the owners were not sacrosanct, the Respondent reasonably believed that junior employees would not
access his computer, particularly if the Tribunal accept his evidence that there was no need so to do.

There may well have been the ‘open house’ situation described by the witnesses for the Compilainers
in terms of the lack of password protection within the firm but, as a matter of praotlcallty, the
Respondent s method of work:ng dld not reqwre anyone else to access hxs computer _

The Respondent testified that he was always contactable in the event of information being required and
he had not given any other person permission to access. He appeared to be genuinely surprised that

TS claims to have accessed his computer on a number of occasions. Ms A testified that she had never _

had occasion to access and Mr B, who did not work for the Respondent, had no need soto do.




We spent some time on 26th April discussing the employment situation of Mr B. The Respondent's
evidence was that he never seen the contract of employment for Mr B until it was lodged as a production
by the Complainers. His signature on the later amendment, following the mcorporation of the busmess

did not require him to read the original and he testified that he did not do so.

Although, as | have said, we spent some time discussing the status of Mr B, it was perhaps not greatly
significant other than enabling him to claim some degree of authority which had not been grven to him,

wrespectsve of htS title.

The primary point remains that the Respondent had Iegltlmately a reasonable expectanon of pnvacy in
terms of hlS ECHR nghts e : R

In looking at the evidence led on behalf of the Complainers, it is appropriate to start with Mr B. | would
suggest that his evidence be scrutinised with great care. Mr B, in my submission, would have been
well aware that he was acting inappropriately, despite the ‘soft ball’ questlon put to him at the end of his

evndence to whzch he replled that he had done nothmg wrong

There was also the ‘red herring’ relating to a policy about which he was extremely vague and had never
been seen by the Respondent or the other withesses from the Complainers. It appears to have been
signed in October 2013 which was after the Respondent had left the firm. Mr B stated that ‘prior to the

policy, emails were not to be used for personal matters’. There I8 sxmpiy no ba3|s for that assertson and o

it is another attempt by Mr B to Justlfy his conduct

In respect of the first instance of access, Mr B claimed to have been looking for a conveyancing
document because the Respondent was ‘absent from the office’. The Respondent gave evidence that
he was not absent from the office at that time because of his involvement in a major matter, and that
his only absence would have been a short one at coun, where he would have been easily contactable.

Mr B claimed that while looking for the conveyancing document, he saw a folder with a female’s name.
He claims to have opened it and found it to contain pornographic material. Quite why he would open a
folder which was not connected to the alleged purpose of his search was not made clear. '

In the amended complaint, it was stated in paragraph 2.3 that Mr B, having found the alleged
pornographic material, ‘advised the Respondent on his return to the office that he should delete the
said folder....". There is an inherent unlikelihood of such a scenario being accurate and truthful.
Although it must obviously be speculation about the situation, the reaction of the Respondent, one might
imagine, would be either to react angrily about the intrusive action of Mr B or to remove the offending
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material to assert that the Respondent did neither is simply not credible. | would ask the Tribunal to
accept the Respondent’s evidence that there was no such material and that no such conversation took
place. Perhaps realising that such a scenario lacked credibility, Mr B, in his evidence in chief, departed
from the wording in the original complaint (which presumably had arisen out of information provided by
him to the Complainers’ solicitor) by stating that ‘in the new year, he had mentioned to the Respondent
that private and confidential material should be kept i in a safe place’. That amended versmn of ev:dence

is also demed

The second episode again lacks credibility. On this occasion, the claim by Mr B was that he was looking
for details of an oniine banking payment. According to the Respondent, no such detail would be on his
computer as the bank do not correspond by email in that respect. Be that as it may, Mr B ciaimed that
in order to seek the information, he decided not to search under the heading ‘Bank of Scotland’ but to
search for a femaie S name as he bel:eved that the emall for whlch he was searchlng, had come from

a female

Members of the Tribunal may recall that | repeatedly questioned Mr B as to why, if he were genuinely
looking for a communication from the bank, he would not use the bank s name as a stamng pomt but

no sat:sfactory response was received

Mr B then stated that he saw an email bearing a female’s name (Complainer's Production 8/2) dated
18th January 2012, a date some sixteen months prior to the date of his search. The Respondent gave
evidence that to the best of his recollection, he received about 500 emails per month and in order to go
through the sixteen month period concerned, some 8,000 would have been accessed. The terms of
email 8/2 were clearly personal and had nothing to do with the firm’s business. Mr B then claimed to
have found the bank information but not satisfied with that, he returned to the Respondent's office to
search for any other correspondence from ‘Ms D’ who had sent the email of 18th December 2012 and
went all the way back to April 2011, a f_urther nine month period, invoiving a further 4,500 emails.

At that point his excuse that he was carrying out a lawful function of his employment is completely
discredited. He is clearly ‘trawling’ for personal information relating to his employer. He prints off the
personal emails of his employer, but does not go to the Respondent or Mr MacDonaid, co owner of the
business. If he had felt that he had any degree of ent:tlement to do what he had done then such a

course of actlon would have been more appropnate

instead, he provided a copy of the email trail to TS, the trainee solicitor, on the basis that she was
referred to in the exchange. He aiso states that he ‘may have given a copy to [Ms A]. 1t is odd that he
uses the word ‘may’, given the evidence of [Ms A] that he provided her with an unauthonsed copy of_

the emails. This is perhaps in an attempt to appear more reasonable
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It is perhaps appropriate for me to make reference to the two further w:tnesses led forthe Complalners
Ms Aand TS before mowng on to the legai arguments R A '

TS was clearly unhappy with the Respondent and | do not criticise her for that. She was in the

unfortunate position of reading comments about herseif which it was  never the rntentlon of erther of the _

parties, :n a pnvate email exchange to reveal to her.

Ms A was with, perhaps less justification, hostile to the Respondent. | noted early in her evidence that
she stated that ‘anyone was entitled (emphasis added) to access the computer of anyone in the office’.
She talked about ‘a free for all’. Unlike Mr B she did indicate that persons using the computer system
could send private as well as business messages. She then used, unprompted, the phrase that there
was ‘no expectation of privacy’ which of course, forms the basis of the ECHR argument and, in my view,
was clearly designed to anticipate the Respondents case. She drd however conf:rm that she had

never seen Productlon 9, the po!rcy document S L '

Having reviewed the evidence | now turn to look at the {ega! :ssues Articie 8 of the ECHR prowdes the
right to respect for pnvate and famrly Irfe and states EERTRE - S

“1. Everyone has the right to respect for his private and family life, his home and his correspondence.
2. There should be no interference by a public authority with the exercise of this right except such as
in accordance with the law and is necessary in a democratic society in the interests of national security,

public safety or the economic well- -being of the country, for the prevention of disorder or cnme for the o }

protectlon of health or morals, or for the protectron of rrghts and freedoms of others

The SSDT is a public authority under section 8(3)(a) of the Human Rights Act 1998. Mr Knight has in
his written submissions and questions to the Respondent, at the April hearing, made much of the fact
that an ECHR point was not taken at an earlier stage. Be that as it may, such an omission, if it is one,
is irrelevant. What the Tribunal have to decide is whether or not they would be breaching the
Respondent's Article 8 rights by considering the Respondent’s private correspondence. fn my view, it
does not matter that the correspondence has been seen by the Law Society and Scottish Legal Aid
Board. The outcome of this case could have extremely serious ramrficatrons for the Respondents

career and th:s forum IS the appropnate place for the plea to be made R

I made reference to the important case of Barbulescu v Romania. Itis a very lengthy judgement_ and |
have been asked to refer the Tribunal to the most relevant parts. R
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Because Barbulescu had been employed by a private company, the monitoring of his communications
‘and his uitimate dismissal for breaching the company's IT policy, could not be regarded as interference
with his rights by the State. However, the employer's actions were effectively sanctioned by the
domestic employment courts (Emanations of the State) when they rejected his claim. In these
circumstances the European Court of Human Rights found that the Complalnt shoutd exammed from

stand pornt of the State's posutlve obhgatlons

I direct the Tribunal to paragraphs 121 and 122 of the Judgement which sets out the factors whlch the _
domestlc authormes should treat as relevant ' ' o '

The Respondent had not been ‘notified’ that his correspondence would be monitored. Despite the
suggestion that there was open access on some sort of free for all' basis, the Respondent's clear
evidence was that his method of working did not require anyone else to access his account and to the
best of his knowledge and belief, no one did so. Subsection (vi) of paragraph 121 states that ‘there
should be safeguards to ensure that the employer cannot access the actual content of the
communications concerned unless the empioyee has been notified in advance of that eventuality’.

In paragraph 141 of the Ba_rb_u!e_s_cu judgement, the count reaches its conclusion.

In my earlier note of argument, | deal with the type of correspondence protected by Article 8 and | do
not propose to repeat what | have said. The justification relating to the protection of the rights and
freedoms of others does not, in my view, appty for the reasons | have set out in my ongmai note

F now turn to the Information Commissioners Office Employment Practices Code. Part 3 of the Code
provides guidance on monitoring at work. There is no definitive definition of ‘monitoring'. However, the
Code provides a number of examples to which the code applies, including ‘randomly opening up
individual workers’ emails or listening to their voice mails to look for evidence of maipractice’. Aithough
Mr B was not systematicaily monitoring the Respondent’s emails, there is no doubt that he was
randomly opening up a large number of the Respondents emails WhiCh he had no nght to do. In my

submussnon there is olear ewdence of a breach

Page 58 of the Code refers to the adverse impact WhICh monftonng may have on workers and refers in

partlcular to an mtruswn lnto thelr pnvate ilVES

Page 59 of the Code provides examples of monitoring and Page 61 states ‘bear in mind that the private
lives of workers can, and usually will, extend into the workplace’. The same pages refers also to the
relatlonshxp of mutual trust and confidence that should exist between workers and thetr_em__plo_y_er.




Page 63 of the Code deals with the fact that any intrusion should be no more than absolutely necessary
and that a significant intrusion into the private lives of individuals wouid not normalty be jUStifIEd unless

the employers busmess is at real nsk of serious damage _

No consent as envisaged at the foot of page 63 was given by the Respondent and no consent has been_
obtained from the other party to the communicatlons ' L

Pages 65 to 73 give helpful guidance to employers regarding the momtortng of electron:c_
commun:catlons to which the Tribunal’ $ attention is respectfulty dtrected ' R

A very important pomt is made in page 70 refat:ng to maklng the contents of a communlcatlon available

toa th:rd party

Finally in respect of the Code, the Tribunal's attention is directed to page 72, paragraph 3.2.8 which
states ‘wherever possible, avoid opening emails, especially ones that clearly show that the are private
or personal. The following ‘key point’ states ‘ensure that email monitoring is conflned to

address\headmg unless |t is essent:al for a vand and defrned reason to examine content '

The last authority which | have lodged is the Guide on Article 8, produced by the European Court of
Human Rights (updated on 30th April 2018). Again this is a Iengthy document and t shatl draw the_
Trrbunai s attentlon only to certain paragraphs ' Lo

The first of these paragraphs is 116 which refers to the Barbutescu case and relterates the relevant

factors

Paragraph 388 gives further information in support of the right to respect for correspondence, with
paragraph 389 _indi_ca_tfng that ‘new t_ech_nologies’_are_ included within the scope of Article 8.

Paragraph 393 deals with screening of correspondence and making copies and forwarding of mail to a
third party. It is accepted that these acts were not carried out by public authorities but it is submitted
that consideration of information obtained in breach of the pnnupfes of Artlcie 8 would be a

contraventlon of the Respondent s r:ghts B

Paragraph 395 deals with the State’s positive obligation when it comes to communications of a non
professional nature in the work place (Barbulescu) and an obiigation to prevent disclosure into the public
domain of private conversations. | anticipate that Mr Knight may argue that there has already been
disclosure by reference to the fact that the emails have been seen by the Law Society and Scottish
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Legal Aid Board but, that said there remalns the obltgatlon on the part of thrs Tnbunat not to make

further dlsotosure

Paragraph 397 reminds us that ‘an interference can only be justified if the conditions set out in the
second paragraph of Article 8 are satisfied. Thus, if it is not to contravene Article 8, the interference
must be “in accordance with the law”, pursue one or more “tegttrmate aims” and be “necessary tn a_

democratro society” in order to ach:eve them

Itis accepted that this case does not invoive a regular system of monitoring as such but, the employee’s
right to protection is not, in my submission, dependent upon there being a regular system. What Mr B
carried out was an unauthorised and unnecessary search of the private correspondence of his superior.
He has improperly copied that correspondence and provided it to third parties. It must have been
obvious to him that the correspondence was of a private and personal nature and that he did not have
the consent of either party to that correspondence to read the correspondence far less to make it

avallable to other peopte e

There is an important principle at stake here and, in my view, the Tribunal must clearly uphoid the

Responden_t’_s Article 8 rights and not allow the email exchange to form part of the Complaint against o

him.”

Mr Burnside also addressed the Tribunal on the written submissions for the Complainers. He suggested
that the motion for expenses was unusual at this stage of proceedings and was intimidatory. He said that
the Answers he lodged were confined to the emails because that was the fundamental point which
required debate. A debate was fixed but it became clear that the Complainers were not prepared to
accept a debate on the pleadings and it was the Fiscal’s view that the Respondent should lead evidence.
Mr Burnside acceded to that but it was not his choice. He said the reference to “abortive proceedings”
was an inappropriate description. The Respondent understands that 1f he is ultunately unsuccessful he

will be hable in expenses

Mr Burnside said that he had asked the Fiscal for precognitions and Mr B’s contract of employment.
The Fiscal was not obliged to provide these and had declined. Mr Burnside had therefore been “in the
dark” to an extent regarding the evidence to be led. He accepted that it was the Respondent’s plea and
he therefore ought to go first. However, he was disadvantaged because he did not know what points
were going to be made later. In hindsight had he known the extensive evidence that would be led for
the Complainers, he would have suggested a two- -day hearing. A lack of time meant certain matters __

were not put to the witnesses by hlm In cross-examination.




Mr Burnside noted that a Tribunal operates differently from the Court of Session. The Record should

not be examined line by line. The Respondent had a duty to give an explanation in his Answers. The

Record set out his position Wthh was that he had a reasonable expectation of privacy. A Trlbunal need o

only act fairly.

He said that the reasonableness of the expectation of privacy must be construed by reference to the
individual solicitor and not the other people in the firm. He drew an analogy with employment law. A
suitable offer of employment is to be construed from the point of view of the individual concerned. Mr
Burnside submitted that the Respondent had a reasonable expectation of privacy. His method of working
meant that no one else required to access his computer. If he genuinely believed anyone could access
his computer, he would not have retained the emails. It supports his belief that he thou;:ht they were

prlvate nghily or wroneg he had a reasonable expectauon of pm acy

Mr Burnside noted that the Fiscal referred in his written submissions to a lack of candour on the part of
the Respondent. It must have been difficult and embarrassing for the Respondent to give evidence, He
had always intended the material to be personal and private. He submitted that the Respondent’s position
on Mr B’s employment title was genuine. His view is not disproved by his signing the docquet. He did
not read it and all employees got the same docquet. It does not prove he ever saw Mr B’s contract of
employment. It would be a dangerous leap 1o say that the Respondent was not credible. He accepted
there were no physical constraints preventing access to his computer. However, the governing feature
was his reasonable belief in his privacy. Mr Burnside noted that the pornography issue never appeared
in the original Complaint but was added by amendment. He can only think it was added in an attempt
to discredit the Respondent. Mr B in his evidence departed from the averments in the Complaint with
regard to the alleged conversation with the Respondent, “presumably because he realised he went too
far”. IfMr B is truthful about the alleged conversation, the Respondent would have removed the material
or challenged hlS access. ThIS sug,gests that the conversatlon never took place Mr B s explanation lacks

credlblhty

Mr Burnside highlighted the different internet banking roles of user and administrator. He noted that

only Ken MacDonald and the Respondent were administrators. He suggested that the reference to an

information security policy was a “red herrmg, The only one produced was dated October 2013 after_ o

the Respondent had left the firm.
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He asked the Tribunal to think about the reason why Mr B had not searched for ‘Bank of Scotland’ and
why he claimed to be looking for a female name. The Respondent does not know why Mr B accessed
his emails. Mr Burnside was therefore unable to put a contrary explanation to the witness when his
explanation “beggars belief”. Mr Burnside submitted that the exercise was a trawl and c_onsti_luted a

gross invasion of privacy.

He noted that Ms A was keen to talk of “entitlement” to access and a “reasonable expectation of privacy”.
These witness had been freshly precognosed about things which happened six or seven years ago. They
had been properly advised of the issues and the defence Ms A allowed her sy mpathy tor TS to slant her

ev1dence

Mr Burnside said his client does not know why Mr B misrepresented his position as office manager,
However, he submitted that it was not important because it was his actions Wthh were inappropriate.

Would Mr B have stopped even 1f the emads had been marked pmate kS

Mr Burnside asked the Tribunal to look at the terms of the first plea-in-law and noted that it referred to
the emails being obtained without authority or the knowledge and consent of either party This was

never attacked No consent was sought from elther correspondent

Mr Burnside said he accepted that there are authorities relating to admissibility of evidence but they can

all be distinguished. Craven related to a work matter sent to a feilow employee. It related to an essential

part of the firm’s business. The same comment could be made about West. In Henderson & Marnoch,

the police recovered information in good faith. Mr B was not acting in good faith when he accessed the
information and provided it to a third party. The Respondent’s position was that the business operated
on trust. As an owner, he genuinely thought because there was no business need he did not have to be
concerned about people accessing his emails. Rattray involved a divorce action and could be
distinguished because the Ietter was gwen toa thlrd party He could not see the relevanee of P ﬂlgf__ to

the present sxtuatlon

Mr Burnside said he accepted the circumstances did not constitute formal monitoring. However, random
access can constitute monitoring. Mr B accessed and trawled through the emails of his employer and

director of the company without the consent of either party and passed on the material to a third party.

Mr Burnside claimed it was not relevant that the privacy argument had not been made before any other

body. The important body for the Respondent was the Tribunal. It can have a defining effect on his
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career. The fact the emails have been in the possession of two other bodies does not mean that the

Tribunal is not bound by Article 8. ‘The Respondent still has a reasor_iable_expectation of privac_y_. -_

Mr Burnside noted that the Fiscal claims that the exceptions to Article 8 apply. However, in the
Complaint it is noted that no other pames claim to be directly aﬂected by the conduct No other party

is seekmg, compensation.

Mr Burnside made reference to Holder, MacPherson and Nawaz. He noted that these involved the rights

of a governing body to access accounts information, not personal correspondence Garamukanwa % UK

was authonty for the fact that each case turns on 1ts own facts

In this rather unusual set of circumstances, Mr Burnside submitted that the Article 8 rights of the
Respondent were severeiy damaged and 1t the Trxbunal adnnts the emails it WII] be acting in breach of

Article 8

SUBMISSI_O_N S FOR THE COMPLAINERS

The written submissions for the Complainers were as follows:

“The Respondent has presented a Note of Argument in support of his two preliminary pleas. - - U

He lodged that Note of Argument some time ago, and the Complainers lodged a Note in response,
which has now been largely superceded by the Respondent’s amendment. The thrust of the
Complainer’s Note in response was firstly that the Respondent’s averments were irrelevant and lacking
in specification to support the two pleas and secondly that the factual matrlx upon Wthh the two pleas

were founded was not adm:tted nor establ:shed

The Respondent amended his pleadings to seek to address the relevancy and specification |ssues but

it remains the posntlon ofthe Complamers that there stlll anse relevancy issues.

it also remains the position of the Compiainers that the factual matrix upon which the pleas are
founded remains unestablished and in particular after hearing the ewdence led at the hearmg on 26

April.




For that reason alone the Respondent’s position fails.

Itis appropriate at this point to comment on the evidence led. It is the Complainer’s position in general
that there was a lack of credibility and reliability on the part of the Respondent, but also a lack of
candour in that averments in his Answers and passages in his Note of Argument were clearly inaccurate

on his own evidence.

The Respondent gave evidence that he had not had sight of Mr B's contract of employment. He still
maintained that he had not been employed as an Office Manager and this despite the fact that he
accepted that he signed updated contract of employment for Mr B dated 26 November 2012 and which

is production 2/2 for the Compiainers. That element of his evidence had no credibility whatsoever.

He also gave evidence that he had no knowledge of anyone needing to access his computer and he
denied that his trainee had been using it with his knowledge or his instruction. We heard evidence
from that trainee of the complete opposite and again the Respondent’s version of events is not

credible.

It was clear from the evidence of the Respondent, and the three other witnesses, that there were no
procedures in place and indeed nothing in place at all to prevent access to the Respondent’s computer
or indeed for access to be taken to anyone else’s computer in the firm at the time. The Respondent’s
position was however that no access was necessary. We have however heard contra evidence to the
effect that access to his computer was indeed necessary not only by his trainee but also Mr B to

perform some online banking transactions and to seek online banking information.

The Respondent indicated that he treated his email account as both a business and personal inbox, He
failed however to give any evidence as to how he had an expectation that that inbox would be private
given the circumstances in which there was ready access to his computer and indeed anyone else’s

computer in the firm’s offices. -

He denied having any pornography on his desktop and maintained that if Mr B gave evidence regarding

that then he was lying. Both Mr B and Ms A gave evidence about. Mr B as the person who fou_n_d it,
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and Ms A who had been informed about it by Mr B. The Tnbunal is bemg asked to hold the|r evidence

as reliable and not that of the Respondent

The Respondent conceded that both he and the late Mr C carried out online banking transactions. He
sought to differentiate between himself and Mr C as being a user but not an administrator. His
averments are however disingenuous as he makes a positive averment in Answer 2.3 on page 5 at line
1 that he was “the only person who could have authorised any payment”. He also repeats that in the
penultimate line of page 1 of his Note of Argument namely “The Respondent was the only person
authorised to instruct any online transfers..”. His evidence in that regard was completely

contradictory. .

He gave evidence that there was no security policy in place for the firm despite the fact that he would
have been the person responsible for framing such a policy. It never occurred to him to prepare such
a poilcy and he readily conceded that the access to the computers was access to all and that the f:rm

operated on trust

His evidence was that Mr B was lying about the banking issue which led him to access his computer but
nothing was put to Mr B in cross-examination in that respect, no motive or reason for Mr B accessing
his computer was put to him in cross-examination nor any contra-position was put to him in cross-
examination. Indeed no contra-position is averred by the Respondent in hIS p!eadmgs asto why IVIr B _

wou!d access his computer on the date in questlon

The Respondent was asked a specific question during cross examination about how any other
employee in the former firm might know that they could not access h!s computer He readlly conceded

that no one wou!d know that they would need hls permlssron

It necessary foilows therefore that any argument being founded on permission belng requnred cannot

be sustamed on the ba5|s of the Respondent s own concessronary ewdence

In contrast, the evidence glven by TS, Ms A and Mr B was all glven ina stratghtforward and entirefy

credible manner.
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TS confirmed that she was aware that there were two individuals within the firm who operated the
firm’s online banking those being the Respondent and Mr C. She gave evidence as to the open policy
within the office and the use of the “letmein” password if required. She confirmed that there was no
expectation within the firm that anyone’s computer was pnvate and there was certalnly no questlon _

of anyone’ s computer being off llmlts enther

She gave clear evidence that she had accessed the Respondent’s computer on many occasions either
on her own initiative to look out documents for cases she was working on or on his instruction for a
similar purpose. She also gave evidence that Mr B would on occasion operate the online banking
facmty if the Respondent and Mr C were both absent from the ofﬁce This would necessitate h|m

accessmg e:ther Mr C or Mr Macpherson s computer e

She also gave evidence that as far as she was concerned the Respondent would know that others and
in particular herseif were accessing his computer when he was out of the office. She again reiterated
that she had on many occasions been instructed by the Respondent to access his computer and carry

out work which he was wishing her to undertake. Her evidence in that regard was not tested in cross-

examination. There is no reason to disbelieve TS’s evidence in this regard and again it all pomts to ..

there bemg no question of permtssmn being requ:red to access the Respondent s computer _

Ms A confirmed that Mr B was the Office Manager in the firm and that from her standpoint he ran the
office. Quite why the Respondent would stil question whether Mr B was not the Office Manager in

his own evidence remains an issue whlch the Respondent has mamfestly failed to address o R

She likewise confirmed that as far as access to other computers was concerned in simple terms anyone
could go on to anyone else’s computer and access their desktop. There were no restrictions. She herself
had no expectation of any privacy in respect of the computer that she operated and she knew that her
emails might be read either by her secretary or indeed by anyone else who might have to operate her
machine. She gave examples of her own private business transactlons belng easﬂy accessrble to others

and she was aware ofthat and took no exceptlon to lt

She also gave evidence that she became aware of the pornography being found on the Respondent’s

computer, and that he had been told to delete it but she could not recall precisely when t_ha_t date was.




When it was put to her that there might be some different level of access applicable to the
Re_spondent’s computer because he was a Partner/Director, she rejected that contention and
maintained that there was no question of the Respondent’s computer being ring—fen_ced__f_or access

purposes.

lt may be suggested that Ms A’s evidence was in some way tainted by her view of the Respondent. The
Respondent really only has himself to blame for that. She was asked a direct question in cross-
examination about her view of the Respondent. Given the material which is before the Tribunal, it is
hardly surprising that a female colleague of the trainee solicitor in question has taken a dim view of

the Respondent s character That should not ampact on her Cl’edlblhty

Mr B gave the evidence about his appointment as Office Manager and referred to his contractual
do_cumentation. Again the Respondent’s position on that has to be referred to. Why would Mr B
mlsrepresent the position regarding a position ofemployment whlch he has held smce 2007 and which

was conflrmed in wr:tmg by the Respondent himself ? _' Lo

He gave evidence about his duties within the firm back at the material time and also the present date
and gave evidence about the IT system in operation within the firm. He confirmed, as all the witnesses
did, that there were no access restrictions on the computers within the office. Certain people had their

own computers on which their own mail inboxes were loaded but these were not password protected

and in the event of anyone else requiring to access a computer people would know that the desktop_ o

would open and that person 's mai inbox would be there

Perhaps of some significance he indicated that he was surprised that if the Respondent felt that he was
entering into private or personal correspondence on non-firm’s business, he would have expected such
correspondence to be marked appropriately. As the evidence has shown, there were no such markings

and it was readily accessible to anyone who looked at the Respondent’s computer and his mail inbox.

He referred to the security policy which he had managed to locate and he was unable to precisely state
when this policy may have been in force. He indicated that it had been framed at the request of the
firm’s bankers but it transpired that the Respondent had had no involvement in that. This of course

was contrary to the Respondent’s evidence in which he maintained that if such a policy were required
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by the Bank he would have been the person responsible for framing it. Again the Respondent’s

evidence was contradicted and shows a lack of credibility on his part.
Mr B gave evidence about the online banking facilities and who were authorised users.

More particularly he gave evidence regarding the events in May 2013 and how he came to be accessing
the Respondent’s computer on that date. Whilst it was put to him that he had no right or permission
to do so, no question was posed of him in cross-examination as to why he had no such right or
permission. It might perhaps be implied from the Respondents position that Mr B had carried out a
trawl of the Respondent’s emails but nothing was put to him on behalf of the Respondent in that
regard. He gave his own evidence as to how he came upon the offending emails in question and there

is no reason for thrs Trfbunal not to accept in full the ewdence of Mr Bin these respects.

He also gave evidence about finding the pornography on the Respondent’s computer in December
2012 and also finding it present still on the computer in May 2013 and that despite a warning that it
shouid be removed. Again why would he lie about these issues? He was corroborated toa degree by

Ms A and agaln his evsdence shou!d be accepted in fu!l in these respects

He was also asked the direct question if he has been told by the Respondent or the other Partner in

the firm that he needed permission to access either of the Partner or Director’s computers and the o

answer to that was in the negative, and no such permnss:on was required.

In overall terms, therefore, the Complainers would seek to have the Tribunal prefer the evidence of Mr
B, Ms A and TS in any respect where it conflicts with the evidence of the Respondent and to find the

Respondent in overall terms to be Iackmg in cred|b|ltty and rellablhty
There are two pleas in law advanced on behalf of the Respondent:-
1. The emails have been obtained without the authority, the knowiedge or consent of the

Respondent or other party.. had been obtamed |mproperfy and shouid not be adm|tted to

probatlon
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2. The use of emails being in breach of Article 8 of the ECHR in respect of the rights of the

Respondent and other party, and the Complaaners and SSDT being publlc authorltles should o

not be admitted to probatlon

The averments in support of these pleas are to be found in Answer 3 in the Record. The factual narrative
upon which the Respondent founds his position commences on page 4. There remain issues as to
whether the Respondent’s averments are factually correct and whether he has been able to establish
those averments on the basis of his own credible and reliable evidence. This has been commented

upon previously and it is maintained that he has manifestly failed to do so.

The averments principally address the second plea and not the first plea. The only averments in
support of the first plea are on pages 5 and 6 of the Record and are contamed in three separate

sentences

Flrstly on page 5, paragraph 2, line 5 “accordingly the said Mr B has no reason to access the computer

and did not have the permlssron of the Respondent.”

Secondly in the final paragraph on page 5 at line 2 “no permission had been sought from or obtained

from either the Respondent or his frlend who had made a number of the comments contamed m the o o

email exchanges

Thirdly in the first paragraph on page 6 at line 3 “said Mr B carried out 3 detailed and unauthorised
search of the Respondents emall account and he mlsused prlvate commumcat:ons which he had

drscovered "

The Respondent has also produced no authority in support of this plea. All the authoritles that have

been produced are dlrected towards the Artlcle 8 or. second plea RUEA :

The primary submission of the Complainers therefore is that there are no averments, no evndence, and _

no authorlties in support of the Respondent s flrst plea SO lt falls to be repelled

In regard to the first plea certain questions arise such as did Mr B have permission to access the

Respondent’s computer, and whether Mr B needed such permission to access his computer? Whether
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he did or not it is now of questionable relevance given that it is clear from the evidence heard that no
permission was required in the former firm for anyone to access anyone else’s computer and the
Respondent conceded in h:s evidence that no one would know that there might be res’mcted accessto

his computer

The Respondent in order to advance his position has to establish that Mr B had no right of access and

required permission. Him saying so is not sufﬁaent and on the ewdence led he has fa:led to establlsh R

his own pos:tlon

It also has to be borne in mind that in May 2013 the emails were sent out from a firm email address.
That email address and the server upon which the emails were generated and stored belonged to the
firm. The Respondent has falled to Iead any ewdence to estabhsh that those emarls were hlS personal

property . T

Re_ference has already been made to the evidence of Mr B, Ms A and TS in respect of the system (or

perhaps fack of it) in place and with no one within that firm had any expectation of privacy. Anyone

couid go on to anyone else’s computer and if the emails were left open they could be read by anyone s -

undertaklngthat access. .-

Evidence has also been heard, as commented upon, that TS was instructed by the Respondent to access . -

his computer and yet he sought to deny any knowledge of that in his own evidence. That is 5|mply not .

credible. Alf of this evidence points to the factual posmon that no permlsswn was requnred

When looking at the issue of permission, there still remains 3 suggestion from the Respondent that Mr
B needed some form of authority to access the Respondent’s computer. What he was unable to do
however was give evidence himself as to why that authority was necessary. It is averred that Mr B
undertook a fishing exercise and monitored the Respondent’s emails and that he did not undertake
just a cursory look on one partucular date The evadence Ied does not support the Respondent s position

in these respects

In Answer 3, page 4 line 12 the Respondent positively avers that the position advanced by Mr B was a
“false claim”. He accused Mr B of being a liar. These are positive and serious averments and

allegatlons, and the ewdence that has been heard show them to be Without foundat:on
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Taking all of the evidence as a whole therefore, on the issue of access and permission, there have to

be serious reservations about the credibility of the Respondent’s position and his own evidence.

The secondary position for the Complainers, therefore, is that there are still no averments and no
authorities in support of the first plea but even if that is set aside taking account of the evidence heard
and the lack of credibility on the part of the Respondent, and the positive credibility on the part of the
other witnesses, there is no basis upon which this Tribunal can consider that this piea IS supported by

ewdence on behaif of the Respondent and |t therefore falls to be repeHed

Even if the Tribunal does find favour with the Respondent’s position and rejects the primary and
secondary positions of the Complainers, taking all of the evidence as a whoie, and even giving the
Respondent some benefit of the doubt, there is no basis in law put before this Tribunal for refusmg to

admrt to probatlon the emarls on the basrs of them havmg been rmproperiy obtamed”

Authorities numbered 7, 8 and 9 on the Complainer’s List of Author:ties support the Complamers

position in thrs respect

Rattray —v- Rattray - reference to the rubric;
Henderson & Marnoch —v- HMA — reference to the rubric on pages 1 and 2

Baronetcy of Prmgle of Stichill - paras. 1 and 77-79,

Two of those three cases are civil cases, with Henderson being a criminal case, but all deal with whether

evrdence was lmproperly obtamed and even |f :t were, it remalned admussnble

It necessarily follows that even if it might be established that Mr B had no right to access the
Respondent’s computer, (which is of course denied), the fact that he dld not have such a rlght and

found those emar!s does not of :tseif render them madmrssnble

Turning to the Respondent s second plea, the averments in support of that are also contamed in

Answer 2.3.
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Firstly in the second paragraph on page 5at lme 6 ”m terms of Artm!e 8. the flrm did not have a

monltormg pol:cy in place

Secondly in the final paragraph on page 5 and over on to page 6, at line 4 “the Respondent had a right
to consider his emall account prlvate the Respondent s right to privacy and contravened his ECHR

rights.”

Finally in the second paragraph on page 6 “the Respondent believes that such a s:tuatron IS o

akm contravenes the Respondent s Artlcle 8 nghts T

When the emails were discovered in May 2013, the firm of solicitors was a limited company and the
email and servers containing them were not the private property of the Respondent. They belonged
to that firm. The Respondent is only now raising the issue of the reasonable expectation of his privacy.
His position in that regard and its lateness again raises questions of his credibility. No challenge was
rai._sed to the privacy of these matters when they were investigated by the Procurator Fiscal, the

Scottish Children’s Reporter’s Administration, the Scottish Legal Aid Board, the Scottish Legal

Complaints Commission or the Law Society itself during the investigation process. Why is the - |

Respondent seeking to challenge these emails and their content at this late stage ?

Whilst the Complainers do not contend that the Respondent is personally barred from raising these

issues at this stage, the level of umbrage now taken has to be considered when no previous challenge

was raised. s this a genuine grievance or is it a poor and somewhat !ate attempt to have some . -

potentlally damaging materaal removed from thls prosecutron? C

If the Respondent feels so aggrieved at the intrusion of Mr B into his private communications, why
would he only raise the issue now? These matters were put to him in cross-examination and he was
unable to answer. He was unable to put forward any explanation as to why Mr B might have
undertaken the search that he did and if there was any motwe for that He avers nothlng in support of

an ufterlor motive on the part of Mr B

What is clear is that the firm did not have a monitoring policy. Even if it did, it is questionable as to
whether it would be of any relevance. The authorities produced by the Respondent in support of this

plea all make reference to monitoring policy cases and more particularly scenarios involving an
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employer monitoring an employee. The Barbulescu case is just that type of case. The Respondent _

however led no evidence in support ofsuch a scenario.

We do not have those circumstances in the present matter. The Respondent avers that he was the
person responsible if any monitoring policy were to be framed, implemented and put in place. His
position is that there was no polrcy and the e\ndence would tend to support that. He certamly dld not

frame one.

This is therefore not a scenario where an employer is monitoring an employee. What we have is an
employee with Iegrtlmate access, fmdmg emalls wntten by hIS emp!oyer and stored on equipment

belongmg to the flrm

The Complainer’s position therefore is that the authorities founded upon by the Respondent therefore
do not apply to the curcumstances in thrs case, even |f the Respondent s version of events were given

some degree of credrbn!lty

The authorities produced by the Respondent, apart from the Article 8 narratlve :tseif are therefore of _

no assrstance or guadance to the Tribunal i in determming this matter.

Article 8 itself provides (1) that everyone has the right to respect for his private and family life...and
correspondence and (2) no interference by a public authority except such as in accordance w:th Iaw

and is necessary for protectlon and nghts of freedom of others

On the second paragraph of Article 8 there are no averments put forward on behalf of the Respondent
apart from a narrative in the second piea in !aw ftself whereby it iS stated that the Compiamers and the

SSDT are publlc authorltles

If it is assumed that the Tribunal can consider this matter in the absence of any averments, and if it
persuaded that the Complainers and the SSDT fail within the definition of being public authorities, then

the Complainers would submit that the exceptions contained in the sub-paragraph clearly apply. -~
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These are legal proceedings concerning allegations of professional misconduct against a solicitor and
hss alleged improper conduct towards two th|rd partles bemg his former tramee and empioyee and a

child wntness/clrent

Third party rights require to be considered and protected and in the serious circumstances of the

allegations here those rlghts overrlde any rights that the Respondent may have in respect of thls sub-

paragraph.

The position being advanced by the Respondent is that his private emails were accessed and exhibited
to a third party and that he had a right to consider those emails as private. Those are his averments.
Itis also averred on behalf of the Respondent that an analogy appropriate here is someone looking at
personal papers, diary or a telephone. This is an inaccurate analogy because we have evidence that
emails were easily accessible, not password protected, stored on a server belongmg to the firm, and_

composed ona ﬂrm emali address agaln be!ongmg to that f:rm

The Respondent refers to the Barbulescu case in support of his position. At paragraph 73 of that

authority it is made clear that whilst there can be a reasonable expectatlon of pnvacy, that expectatlon o

is sngnlficant but not necessanly concluswe

None of the other solicitors or employees within the Respondent’s former firm had any expectation of
privacy. Even if there were such an expectation, just because that expectation exists does not

necessarily mean that if someone breaches that expectation it contravenes Article8. .
Again the Tribunal has to look at the whole circumstances and in particular:-

e Straightforward access to all PC’s in the firm.

. ..NO_password protection. SRR

:i_ _ _Relax_ed/_no policy or system in place.

a. '_'._Res_pOndent in charge of any such policy and nothing formal framed.

* Respondent had warning in December 2012 regarding inappropriate material on his desktop
and failing to heed that warning. o ' . : e T

¢ None of the other employees had any expectation of privacy.
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° The Respondent is pnmafac:e the emp!oyer not an empioyee so the normal monitoring issues
_-do not arise. . ' |
¢ Lack of any prior chalienge on this ground to a number of other public authorities.
e A single accessing of the Respondent s computer by the Office Manager for a Iegltlmate
purpose. ' ' ' R |
e Llastly, and perhaps more particularly, the Respondent’s concession that no one in the f|rm_ .

: wouid know that his own PC was somehow off limits.

it is accordingly the Complainer s pOSItIOI‘l that nt cannot be sustamed that there has been any breach

ofArt:cIeSm thls case. 5

The Complainers have produced some authorities in respect of the Article 8 position advanced. In
regard to the reasonable expectation of privacy issue authorities 4 and 5 are very similar to the present
in that the deal w:th mapproprlate emalls and in both of those cases the Artacle 8 argument was

rejected

Craven ~v- Bar Standards at paras. 3-4, 31-34 and 39-45;
SRA ~v- West at paras 16-17 and 34-35. |

The sixth authority is again an email case albeit in a matter where there was a monitoring policy. Again
the Article 8 argument was rejected but it illustrates that the test to establish an Article 8 breach and

get the evidence excluded is an extremely high one. .
Simpkin ~v- Berkeley Group —Extract from Practice Note, page 24, para.3 . °

In respect of the Article 8 (2} position and the exceptions to the rule, the Respondent’s Note of
Argument appears to accept that the Complainers can rely on that exception but they are not entitied
to in the circumstances of this case. Nothing was put forward in ewdence asto why the Comp!alners

are not entitled to rely on that except:on

The fact of the matter is that the Complainers are entitled to use the email material to bring this
prosecution and protect the rlghts of the two other third parties being the former tramee and the ch:ld _

clxent/w:tness
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The Complainers also maintain that even if the point is reached whereby the Tribunal is stil| considering
whether the exceptions apply and whether a breach of Article 8 may have arisen, and it is suggested
that the Tribunai need not get to that stage, there are further authorities which support the use of the _

exception Those are authorstfes 1, 2 and 3 on the list Iodged by the Complainers.

Holder —v- Law Society at paras 4-5 and 28-35;
Macpherson v Law Society at paras 2 and 10; and

R —v- ICA ex. parte. Nawaz - at pages 1and 2 {rubric). R

in summary, therefore, the Complainers would invite the Tribunal to repel both of the Respondent 5

prehmmary pleas and send the Complamt in ItS entirety fora ful! hearmg o e

Given that the Respondent has not provided a full set of Answers to the Complaint as yet, the
Complainers would suggest allowing the Respondent a further three weeks to provide final

adjustments to his Answers with the Complainers being given three weeks to adjust in response.

Lastly, the Complainers seek the expenses of this process to date given that the procedure thus far has
been undertaken in respect of the Respondent’s preliminary pleas, Notes of Argument, Preliminary

Hearings and response to the preliminary position advanced by the Respondent. There was also an

abortive previous Preliminary Hearing as the Respondent then determlned that he W|shed to Eead o

evidence in support of his posmon

The Fiscal also addressed the Tribunal. He said he had lajd out the evidence. He suggested that the
Respondent was not credible and reliable and had dlsplayed a lack of candoul Ho_wever, this was a

~|ury questlon and was for the Tr1bunal to determlne

The Fiscal noted that if a Respondent advances a preliminary issue and produces a note of argument and
the averments are disputed then he must establish the facts. The Fiscal’s position was that the

Respondent had not established his position. This did not preclude the Tribunal from applying the law

to the facts found by the Tribunal. The Tribunal ought to find the facts and then establish if they .

constitute a breach of Arti(_;le 8.
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The Fiscal noted that seldom does one find a case on all fours with a present case. Considerable work
had been undertaken by the Complainers to find cases which supported and undermined their own case.
No cases were found which support the legal position advanced by the Respondent even on the facts
advanced by him. He summarised the cases upon which the Complainers relied. He submitted that
Barbulescu was not supportive of the Respondent’s position. In that case an employer was monitoring

an employee. In the present case an employee with legitimate access had “stumbled upon” the material.

DECISION

The Respondent sought to exclude several emails from probation, F irstly, he said this should be done
on the basis that the emails had been obtained improperly without either correspondents’ authority,
knowledge or consent. Secondly, he argued for their exclusion on the basis that the use of the emails in

TrrbunaI proceedlngs would mfrmge the correspondents Art1cle 8 rlghts b

Based on the oral evidence, the Tribunal established the factual position set out at paragraphs 11.1-11.3
above. This was not without difficulty. The Tribunal did not consider the Respondent to be a credible
or reliable witness. His evidence, for example regarding Mr B’s role as office manager and TS’s
permission to access his computer, lacked credibility. Ms A’s testimony was plainly partisan. Mr B’s
evidence was, in the main, honest and frank. However, his reasons for accessing the Respondent’s
computer and how these related to the search of the email inbox are obscure. TS gave her evidence in a
straightforward manner although some detail was lacking, for example, when she was unable to provide
examples of documents or cases she had accessed on the Respondent’s computer. Overall, the
Complainers’ witnesses” evidence was in broad agreement with some divergences on minor matters,
such as the identities of those authorised to carry out internet banking. In the main, the Tribunal preferred
the evidence of the Complainers’ witnesses to that of the Respondent and made the findings in fact
referred to above. In summary, the Tribunal found that on 28 May 2013, Mr B accessed the
Respondent’s work computer and found a number of emails from 8 April 2011 to 22 June 2012, some
of which referred to TS. These were shown to TS and she was distressed by their content. On 28 May
2013, there was no information security policy in force at the firm and no physwal or policy barrier

preventing access to the Respondent s computer and his emails,

Parties referred the Tribunal 1o a number of authorities to assist them in their deliberations. No case was

completely on all fours with the present circumstances. Each party sought to distinguish the other’s
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authorities. However, some general principles could be extr acted from dISClpllnaI y case law as well as

the approach taken In civil and crlmmal preceedmgs

There 1s no privilege against self-incrimination in disciplinary proceedings (Holder v Law Society 2005

EWHC 2023; MacPherson v Law Socigty 2005 EWHC and R v ICA ex parte Nawaz 1997 4 WLUK

394). The use of personal emails in disciplinary proceedings is not novel (Craven v Bar Standards Board
RCJ 30 January 2014: SRA v West SDT 11470- 2016 SRA v Brou;h Chaudharv and Stors SDT_
11380/2013) ' ' ' T '

In civil proceedings the older practice of the courts was to admit almost evidence which would throw
light on disputed facts and enable Justice to be done. Evidence illegally or irregularly obtained has been
admitted in a number of cases (MacPhail’s “Sheriff Court Practice” (3™ Edition, 2006) paragraphs
15.109-15.110 and Rattray v Rattray 1897 25R 31 5). The modern practice is to have regard to the nature

of the evidence, the purpose for which it is to be used in evidence, the manner in which it was obtained,
fairness to the party from whom it had been illegally obtained, and fairness considered in the light of the

matters to be determined in the proceedings as a whole (Walkers “The Law of Evidence i in Scotland”

(4" Edition, 2015) paragraphs 1 7.8; Martm v McGumness 2003 SLT 1424; Baronetcy 01‘ Prm;..le of o

Stichili 2016 UKPC 16)

Tribunal proceedings are civil proceedings although they are sometimes called quasi-criminal (Pine v

Law Society [2001] EWCA Civ 1574). However, even in criminal cases, an irregularity in obtaining

evidence does not necessarily mean that the evidence is inadmissible (Henderson & Marnoch v HMA

2005 HCIAC 47). Considerations to take into account are fairness to the accused, the nature of the

irregularity, the circumstances in which it was committed, the whole context in which the evidence came
to be created and recovered, the content of the material, the seriousness of the offence, the role of the
investigative authorities and the presence or lack of good faith. Evidence which is discovered in an
activity which is not itself a search for evidence of criminality is not irregularly obtained, especially

Where it1s dlscovered by a member of the pubhc (Melwile 14 PF Dundee f2018] SAC ( Cum) 14).

Article 8 of the European Convention on Human Rights provides that everyone has the right to respect
for his private and family life, his home and his correspondence. There shall be no interference by a
public authority with the exercise of this right except such as is in accordance with the law and is
necessary in a democratic society in the interests of national security, public safety or the economic well-
being of the country, for the prevention of disorder or crime, for the protection of health or morals, or

for the protection of the rights and freedoms of others. “Private life” is a broad term. Sending and




receiving email is “correspondence”™ and communications from business premises can relate to “private

life”. The fact an email touches on professional and private matters or is sent from a workplace email

does not automatically mean it falls outside the scope of “private life”. (Barbulescu v Romania App No

61496/08 and Garamunkanwa v UK ECHR 70571/1 7). In order to ascertain whether notions of private

life and correspondence are applicable, it is relevant to consider whether the individual had a reasonable
expectation that his/her privacy would be respected and protected. A reasonable expectation of privacy
is a significant but not conclusive factor, It can be relevant that an applicant has not objected to the use
or reliance on the material in question when faced with disciplinary proceedings. When assessing
whether an individual had a reasonable expectation of privacy, the whole circumstances of the case must
be taken into account including the attributes of the claimant, the nature of the activity, the place where

it was happening and the nature and purpose of the intrusion. Even if Article § is engaged, any

interference can be justified by the need to protect the heaith and Weliare of others ( Garamunkanwa v

UK ECHR 70571/17)

The Tribunal considered three recent disciplinary cases where other Tribunals had been asked to consider

Article 8 arguments regarding the admissibility of emails which were said to have been private.

In Crayen v Bar Standards Board RCJ 30 January 2014 the Tribunal rejected the Article 8 argument for

exclusion of emails. The emails had been sent from a private address, were unsolicited and were sent to
three colleagues (whom the Tribunal treated as members of the public). The email related to business
and was not stated to be confidential. The author had no control over what the recipients might do with
the material. There was no reasonable expectation of privacy. In any event, use of the emails was in
accordance with the law, necessary in a democratic society for the protection of those who wished to use

members of the Bar and wished them to have high standards of behaviour as well as being proportionate.

SRA v Brough, Chaudhary and Story SDT 11380/2015, concerned a non-solicitor employee of a firm

who accessed internal emails of the Respondents which included insulting and humiliating personal
comments about her. The Tribunal recognised that it must have regard to the Respondents’ rights to a
fair trial and respect for Article 8 rights. The Tribunal was satisfied that the Respondents intended the
emails to be private and did not expect them to be seen by others. However, the exchanges took place
on the firm’s email system and were capable of being accessed by individuals in the firm in certain
circumstances, The Tribunal did not accept tha‘{ there was no risk the emails would be read by anyone

other than the rec:1p1ents
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In SRA v West SDT 11470-2016 inappropriate and offensive email correspondence disrespectful of

women was carried on with a client using a work email address, The Respondent could reasonably have
been expected to anticipate that personal assistants and other colleagues mwht access the material. He

was aware that the firm could access hlS emails w1thout consent,

The Tribunal also considered the approach of the courts when Article 8 issues are raised regarding

admissibility. The facts of these cases were not dlrecﬂy analogous to the present case but demonstrated R

the approach taken in Article 8 cases.

In Jones v University of Warwick [2003] EWCA Civ 151, hidden film footage was admitted. Fairness

was noted to be essential. The court must iry to give effect to two competing public interests. The
weight to be attached to each will vary according to the circumstances. The significance of the evidence
will differ as will the gravity of the breach of Article 8, according to the facts of the particular case. It
was noted that it would be artificial and undesirable for actual evidence, which is relevant and admissible
not to be placed before the judge who has the task of trying the case. However, it was observed in Martin

v McGuinness 2003 SLT 1424 that Jones might have been decided differently in Scotland. It noted that

whether Artlcle 8 is infringed depends on the conduct whlch is the subject of complamt

In Simpkin v Berklev Group Holdines Plc 2017 EWHC 1472, a document prepared on and sent by an

employee from his work computer to his personal email account for a personal purpose was not
confidential or privileged. There was no reasonable expectation of privacy. The emails were stored on

a central server. His assistant had access to his emails. He had signed an IT policy acknowledging that

emails were the property of his employer His employ ment contract said thdt the employer could mon1t01 B

emails w1thout consent

Article 8 arguments regarding admissibility also occur in criminal proceedings. The question in

Henderson & Marnoch v HMA 2005 HCJAC 47 was whether a lack of authorisation for surveillance

could be excused. In that case the Article 8 argument was said to be unsound. The “act” of the Lord
Advocate in attempting to lead evidence obtained in breach of Article 8 was “perfectly proper”. The
Court held that there was nothing so fundamental about a breach of Article 8§ as to make it inappropriate

to consider the effect of that breach in relation to Article 6 and the common law principle of fairness.

When considering the Respondent’s first plea-in-law, the Tribunal applied the principles and guidance
contained in these cases to the facts it had found. No evidence was led from the other party to the email

correspondence, however, it appeared from the circumstances of the case and the Respondent’s evidence
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that the emails had been obtained without the authority, knowledge or consent of either correspondent,
The Respondent argued that the emaﬂs had therefme been 1mproper1y” obtamed and should not be

admitted to probatxon

The Tribunal considered the principles relating to fairness in civil proceedings as laid out in Baronetcy

of Pringle of Stichill 2016 UKPC 16. The nature of the evidence was a series of emails between the

Respondent and a friend. These were of a personal nature and contained material which might be
relevant to a charge of professional misconduct. They had been sent from a work computer, The
Tribunal considered the reasons and extent of the search to be relevant factors but recognised that these
were not in themselves determinative. Anyone who had access to the office could have accessed these
emails. In fact, they were obtained by the office manager. He was said to have been searching for
internet banking information. The Tribunal considered that this may not have been his sole reason for
accessing the Respondent’s computer, However, he worked in an environment where staff often used
others’ computers and there was no physical or policy barrier preventing access. Mr B had a right and
implied authority to access the computer. He was perhaps curious regarding the Respondent’s
correspondence and took an interest in it beyond simply looking for internet banking information.
However, this was not formal monitoring of emails by an employer as in Barbulescu or an illegal search
by state officers. It was more akin to the criminal cases where a member of the public stumbles across
relevant information which is passed to the authorities. Admission of the emails would throw light on

the disputed facts and would enable the disciplinary proceedings to take place. The probative value

outweighed any prejudice to the Respondent in the balance of faxrness Therefore, the Tnbunal repelied o

the Respondent s first plea-in-law.

The Tribunal went on to consider the law as it applied to the facts in the light of the Respondent’s second
plea-in-law. The Respondent argued that the emails should be excluded on the basm that their use in

Trlbunal proceedmgs Would mfung,e the correspondents Amele 8 rlghts

Following the guidance from the European Court of Human Rights in the cases above, and the
application of these principles in domestic disciplinary tribunals, the Tribunal considered that the emails
in question were capable of falling within the Respondent’s private life and correspondence, despite the
fact they had been sent from a work email address and referenced particular cases and the trainee in the
Respondent’s workplace. However, the Tribunal did not consider that the Respondent had a reasonable
expectation that his privacy would be respected and protected. The Tribunal rejected his evidence that
no one should have used his computer. The testimony of the Complainers® witnesses, which it preferred,

was that the use of colleagues’ computers was a frequent occurrence in the office. TS gave evidence




that she had used the Respondent’s computer at his request. Mr B gave evidence that the firm used an
external IT company which might access the computer. Mr B had previously warned the Respondent
regarding other material found on his computer. The Respondent had no control over what happened to
the emails after he sent them. The recipient’s workplace could have intercepted them, or she could have
disseminated them herself, The Respondent’s expectation of privacy was not reasonable. The material
has been used by several bodies in the course of their investigations and public decisions taken on the
basis of the rnatenal The Respondenl can no longer have a reasonablc, expectauon that these emalls are._

priv ate

However, even if Article 8 is engaged, the interference with the Respondent’s rights can be justified by
the need to protect the health and rights and freedoms of others, TS and the child referred to in the
emails are entitled to protection. There is also a public interest in ensuring that solicitors are fit and
proper persons to be members of the profession. The use of the emails in these proceedings is in
accordance with the law. The Society has a duty to prosecute professional misconduct and to uphold
the standards of the profession. The Tribunal’s purposes are to protect the public and uphold the
reputation of the profession. It is necessary in a democratic society to protect those members of the
public using solicitors. It has long been established that a solicitor’s private behaviour can constitute
professional misconduct. The admission of the emails is necessary and proportlonate in the

cxrcumstances Iherefore the Tnbunal repe]led the Respondent s second plea-m lav»

Parties indicated that two days would be required for a hearing. Dates were canvassed with the parties
and the case was continued to a date to be fixed. The Tribunal allowed the Respondent three weeks to
lodge full Answers and the Complainers three weeks thereafter to adjust. All questions of expenses were
reserved to the conclusion of proceedings. Due to the sensitive nature of the case, all parties except the
Respondent and his partner will be anonymised m thls _procedural deuslon as pubhcatlon of thelr

personal data mlght damag,e their mtcresls

/' Alan McDonald
- Vice Chair






